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1. Introduction to trace components

Fast Models provides an interface called Model Trace Interface (MTI) which enables the generation
and capture of trace events during a simulation.

MTI represents trace using a hierarchy, as shown in this figure:

Figure 1-1: MTI hierarchy

System-wide trace

Trace Trace component
component L
Trace
source
Trace Field
component

Each platform contains a set of trace components. Each trace component can contain one or more
trace sources. Each trace source can contain one or more data fields.

A trace source provides information about a specific event that occurred, for example an
instruction that was executed, a cache miss, or an MMU translation. It can also be a model-specific
event, such as a sync event, which occurs at every quantum boundary. While the simulation is
running, each trace source generates a stream of trace events.

The fields within the trace source give more information about the event, including a text
description. When the field is of type mT1_ENUM, the values for this field are also listed.
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For example, the pvcache trace component has several trace sources, one of which is
CACHE READ MIss, which has the following fields:

Source CACHE READ MISS (Read access cache miss and cache miss latency.)
Field IS SHARED type:MTI ENUM size:1 (Is the access shared)
0x0 = NON SHARED
Ox1 = SHARED
Field IS PRELOAD type:MTI ENUM size:1 (Is the access a preload)
0x0 = NOT_ PRELOAD
Ox1 = PRELOAD
Field MANAGER ID type:MTI UNSIGNED INT size:4 (Indicates the manager ID
associated with this monitor)
Field LATENCY type:MTI UNSIGNED INT size:8 (Cache miss latency in ticks per

access)

Most consumers of trace events are MTI plug-ins, which might respond to events by logging them,
increasing a counter, or updating the state of the model. Arm provides several pre-built MTI plug-
ins for capturing trace or for listing the available trace sources. They are documented in Plug-ins for
Fast Models in Fast Models Reference Guide. Source code for some of these plug-ins and for other
example plug-ins is provided in $PVLIB HOME/examples/MTI/.
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2. Fast Models trace components

This chapter describes all trace components in Fast Models.

2.1 AHCI_SATA

This section describes the trace sources.

AHCI_REG_GHC_READ
GHC Register read access to AHCI. Fields:

ADDRESS unsigned int
Address Offset within GHC space.

DATA unsigned int
Data returned by this register.

GHC_REGISTER enum
Name of the GHC register.

AHCI_REG_GHC_WRITE
GHC Register write access to AHCI. Fields:

ADDRESS unsigned int
Address Offset within GHC space.

DATA unsigned int
Data written to this register.

GHC_REGISTER enum
Name of the GHC register.

AHCI_REG_PORT READ
PORT Register read access to AHCI. Fields:
ADDRESS unsigned int

Address Offset within PORTx space.
DATA unsigned int
Data returned by this register.

PORT unsigned int
SATA port number.

PORTx REGISTER enum
Name of the PORTx register.

AHCI_REG_PORT WRITE
PORT Register write access to AHCI. Fields:
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ADDRESS unsigned int

Address Offset within PORTx space.
DATA unsigned int

Data written to this register.

PORT unsigned int
SATA port number.

PORTx_REGISTER enum
Name of the PORTx register.

ATA_COMMAND
ATA command received by SATA device. Fields:

COMMAND enum
ATA Command.

FIS_COUNT unsigned int

Raw value of the Count field in the FIS. (Sector count for non-NCQ commands.).
FIS DEVICE unsigned int

Raw value of the Device fiels on the FIS. Bit 6 indicates LBA (28 or 48 bit access).
FIS_FEATURE unsigned int

Raw value of the Feature field in the FIS. (Sector count for NCQ commands.).
LBA unsigned int

Starting sector index.
PORT unsigned int

SATA port number (0-31).
SECTOR_COUNT unsigned int

Sector count.

ATA COMMAND HEADER
ATA Command header. Fields:

CFIS_LEN unsigned int
CFIS length.
CMD_TABLE BASE unsigned int
Command table Base.
IS_WRITE bool

Write?.

PORT unsigned int
SATA port number (0-31).

PRD_COUNT unsigned int
Number of PRDs.
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PRD_TABLE LEN unsigned int
PRD table length.

ArchMsg.Error.invalid access_width

Access with invalid access width in AHCI. Fields:

ACCESS_WIDTH unsigned int

Access Width to a register.
ADDRESS unsigned int

Address Offset within GHC space.

DATA unsigned int
Data with access width of 32 bits.

ArchMsg.Error.invalid_register

CFIS

Access to invalid register offsets in AHCI. Fields:

ADDRESS unsigned int
Address Offset within GHC or port space.

PORT unsigned int
SATA port number or Ox£f £ for GHC.

Command FIS. Fields:

CFIS unsigned int
CFIS content.

PORT unsigned int
SATA port number (0-31).

CMD_SLOT

Command Slot in Command List. Fields:
CMD_SLOT unsigned int
Command Slot.

PORT unsigned int
SATA port number (0-31).

DATA_READ

Data read from ahci_dma_m. Fields:

ADDRESS unsigned int
Address.

DATA unsigned int
Data Read.

PORT unsigned int
SATA port number (0-31).
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DATA READ ABORT
The data read by the device aborted. Fields:

ADDR unsigned int
Address.

NS bool
Non-secure access.
PORT unsigned int
SATA port number (0-31).

SIZE unsigned int
The data size in bytes.

DATA_ WRITE
Data write from ahci_dma_m. Fields:

ADDRESS unsigned int

Address.

DATA unsigned int
Data Write.

PORT unsigned int
SATA port number (0-31).

DATA WRITE ABORT
The data write by the device aborted. Fields:

ADDR unsigned int
Address.

NS bool
Non-secure access.
PORT unsigned int

SATA port number (0-31).

SIZE unsigned int
The data size in bytes.

FIS
FIS received by AHCI controller from SATA device. Fields:

DATA unsigned int
FIS content (first byte is the FIS type).

PORT unsigned int
SATA port number (0-31).

MSI_INTERRUPT
MSl interrupt generated by AHCI. Fields:
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GHC_IS unsigned int

Contents of GHC.IS register.
MSI VECTOR unsigned int

MSI vector number.

PORT_INTRRUPT

Interrupt generated by port. This is emitted only when the corresponding interrupt is enabled
in PxIE, but regardless whether interrupts are globally enabled in GHC.IE. Fields:

INTRRUPT TYPE enum
Interrupt type.

PORT unsigned int
SATA port number (0-31).

PRDT_ENTRY
PRDT_ENTRY. Fields:

ADDR unsigned int
PRD entry address.
COUNT unsigned int
Bytes for this PRD entry.
IRQ bool
Raise an interrupt upon completion.

PORT unsigned int
SATA port number (0-31).

SATA_BS_PERF

SATA backend storage periodic performance indicator. This allows to monitor the data
throughput in terms of host time. This emits a trace event, at most once per second, which
indicates the data rate for reads, writes and the sum (througput) in the interval since the last

event. An event is only generated when there was at least one read/write access in the last
second. Fields:

PERF string

Throughput/read/write performance as a formatted string.
SATA PORT unsigned int

Index of the SATA port this backend storage is attached to.

SATA BS_READ
SATA backend storage read. Fields:
SATA PORT unsigned int
Index of the SATA port this backend storage is attached to.
SECTOR_COUNT unsigned int
Number of sectors read (512 byte sectors).
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SECTOR_INDEX unsigned int

Access starts at this sector index (512 byte sectors).
SATA BS READ DATA

SATA backend storage read. This trace is issued for each individual 512-byte sector of the
original access size. Fields:

DATA unsigned int
Sector Data (always 512 bytes).

SATA PORT unsigned int

Index of the SATA port this backend storage is attached to.
SECTOR_INDEX unsigned int

Sector index of this data (512 byte sectors).
SATA BS_TRIM
SATA backend storage trim (marking sectors as unused). Fields:
SATA PORT unsigned int

Index of the SATA port this backend storage is attached to.
SECTOR_COUNT unsigned int

Number of sectors read (512 byte sectors).
SECTOR_INDEX unsigned int

Access starts at this sector index (512 byte sectors).

SATA BS_WRITE
SATA backend storage write. Fields:
SATA PORT unsigned int

Index of the SATA port this backend storage is attached to.
SECTOR_COUNT unsigned int
Number of sectors read (512 byte sectors).

SECTOR_INDEX unsigned int

Access starts at this sector index (512 byte sectors).
SATA BS_WRITE DATA

SATA backend storage write. This trace is issued for each individual 512-byte sector of the
original access size. Fields:

DATA unsigned int

Sector Data (always 512 bytes).
SATA PORT unsigned int

Index of the SATA port this backend storage is attached to.
SECTOR_INDEX unsigned int

Sector index of this data (512 byte sectors).
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SET_FEATURE

SET FEATURE. Fields:
PARAMETER unsigned int

Sub command parameter.
PORT unsigned int

SATA port number (0-31).
SUB_COMMAND enum

Set Feature sub command.

2.2 AMBAPV2PVBus

This section describes the trace sources.

READ ACCESS
Logger. Fields:
ACCESS_SIZE unsigned int
Log2 of access size (i.e. O=byte, 1=halfword, 2=word, 3=doubleword ...).
ACE enum
Encodes the ACE operation.
ATTR unsigned int

Transaction Attributes: [12] Instruction fetch [11] Non-secure, [10] Privileged, [9:8]
shareability domain (O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes,
[3:0] inner memory attributes ([71/[3] Allocate (Other Allocate when read), [6]/[2]
Allocate (Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other
bits are implementation defined.

DATA unsigned int

The data transferred.
EXTENDED_ID unsigned int

The Extended ID.
LATENCY unsigned int

Time downstream (ticks).
MANAGER_ID unsigned int

The AXI Manager ID.
NUMBER_OF BEATS unsigned int

The number of data transfers (beats) in this burst.
PADDR unsigned int

Physical address of access.
RESPONSE enum

Whether the transaction was successful, or an error occurred.
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USER_FLAGS unsigned int
Core specific additional signals.

READ ACCESS_START
Logger. Fields:

ACCESS_SIZE unsigned int
Log2 of access size (i.e. O=byte, 1=halfword, 2=word, 3=doubleword ...).

ACE enum

Encodes the ACE operation.
ATTR unsigned int

Transaction Attributes: [12] Instruction fetch [11] Non-secure, [10] Privileged, [9:8]
shareability domain (O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes,
[3:0] inner memory attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2]
Allocate (Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other
bits are implementation defined.

DATA unsigned int
The data transferred.

EXTENDED_ID unsigned int
The Extended ID.

MANAGER ID unsigned int
The AXI Manager ID.
NUMBER_OF BEATS unsigned int
The number of data transfers (beats) in this burst.
PADDR unsigned int
Physical address of access.
USER_FLAGS unsigned int
Core specific additional signals.

WRITE_ACCESS
Logger. Fields:

ACCESS_SIZE unsigned int

Log?2 of access size (i.e. O=byte, 1=halfword, 2=word, 3=doubleword ...).
ACE enum

Encodes the ACE operation.

ATTR unsigned int

Transaction Attributes: [12] Instruction fetch [11] Non-secure, [10] Privileged, [9:8]
shareability domain (O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes,
[3:0] inner memory attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2]
Allocate (Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other
bits are implementation defined.

Copyright © 2023-2025 Arm Limited (or its affiliates). All rights reserved
Non-Confidential

Page 18 of 5590



Fast Models Trace Components Reference Guide Document ID: 107925 1130 00 en

Issue 00
Fast Models trace components

DATA unsigned int
The data transferred.
EXTENDED_ID unsigned int
The Extended ID.
LATENCY unsigned int
Time downstream (ticks).
MANAGER _ID unsigned int
The AXI Manager ID.
NUMBER OF BEATS unsigned int
The number of data transfers (beats) in this burst.
PADDR unsigned int
Physical address of access.
RESPONSE enum
Whether the transaction was successful, or an error occurred.
USER_FLAGS unsigned int
Core specific additional signals.

WRITE_ACCESS_START
Logger. Fields:

ACCESS_SIZE unsigned int

Log2 of access size (i.e. O=byte, 1=halfword, 2=word, 3=doubleword ...).
ACE enum

Encodes the ACE operation.

ATTR unsigned int

Transaction Attributes: [12] Instruction fetch [11] Non-secure, [10] Privileged, [9:8]
shareability domain (O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes,
[3:0] inner memory attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2]

Allocate (Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other
bits are implementation defined.

DATA unsigned int
The data transferred.
EXTENDED_ID unsigned int

The Extended ID.
MANAGER ID unsigned int

Th_e AX| Manager ID.
NUMBER_OF BEATS unsigned int

The number of data transfers (beats) in this burst.
PADDR unsigned int

Physical address of access.
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USER_FLAGS unsigned int
Core specific additional signals.

2.3 AMBAPVACE2PVBus

This section describes the trace sources.

READ ACCESS
Logger. Fields:

ACCESS_SIZE unsigned int
Log?2 of access size (i.e. O=byte, 1=halfword, 2=word, 3=doubleword ...).

ACE enum

Encodes the ACE operation.

ATTR unsigned int

Transaction Attributes: [12] Instruction fetch [11] Non-secure, [10] Privileged, [2:8]
shareability domain (O=nsh, 1=ish, 2=osh, 3=system), [7:4] outer memory attributes,
[3:0] inner memory attributes ([71/[3] Allocate (Other Allocate when read), [6]/[2]
Allocate (Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other
bits are implementation defined.

DATA unsigned int
The data transferred.

EXTENDED_ID unsigned int
The Extended ID.

LATENCY unsigned int
Time downstream (ticks).

MANAGER_ID unsigned int
The AXI Manager ID.

NUMBER_OF BEATS unsigned int
The number of data transfers (beats) in this burst.

PADDR unsigned int
Physical address of access.

RESPONSE enum
Whether the transaction was successful, or an error occurred.

USER_FLAGS unsigned int
Core specific additional signals.

READ_ACCESS_START
Logger. Fields:
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ACCESS_SIZE unsigned int

LE)gZ of access size (i.e. O=byte, 1=halfword, 2=word, 3=doubleword ...).
ACE enum

Encodes the ACE operation.
ATTR unsigned int

Transaction Attributes: [12] Instruction fetch [11] Non-secure, [10] Privileged, [2:8]
shareability domain (O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes,
[3:0] inner memory attributes ([71/[3] Allocate (Other Allocate when read), [6]/[2]

Allocate (Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other
bits are implementation defined.

DATA unsigned int

The data transferred.
EXTENDED_ID unsigned int

The Extended ID.
MANAGER_ID unsigned int

The AXI Manager ID.
NUMBER_OF BEATS unsigned int

The number of data transfers (beats) in this burst.
PADDR unsigned int

Physical address of access.
USER_FLAGS unsigned int

Core specific additional signals.

WRITE_ACCESS
Logger. Fields:

ACCESS_SIZE unsigned int

Log?2 of access size (i.e. O=byte, 1=halfword, 2=word, 3=doubleword ...).
ACE enum
Encodes the ACE operation.
ATTR unsigned int
Transaction Attributes: [12] Instruction fetch [11] Non-secure, [10] Privileged, [9:8]
shareability domain (O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes,

[3:0] inner memory attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2]

Allocate (Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other
bits are implementation defined.

DATA unsigned int
The data transferred.

EXTENDED_ID unsigned int
The Extended ID.
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LATENCY unsigned int

Time downstream (ticks).
MANAGER_ID unsigned int

The AXI Manager ID.
NUMBER_OF BEATS unsigned int

The number of data transfers (beats) in this burst.
PADDR unsigned int

Physical address of access.
RESPONSE enum

Whether the transaction was successful, or an error occurred.
USER_FLAGS unsigned int

Core specific additional signals.

WRITE ACCESS_START
Logger. Fields:
ACCESS_SIZE unsigned int
Log?2 of access size (i.e. O=byte, 1=halfword, 2=word, 3=doubleword ...).
ACE enum
Encodes the ACE operation.
ATTR unsigned int

Transaction Attributes: [12] Instruction fetch [11] Non-secure, [10] Privileged, [9:8]
shareability domain (O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes,
[3:0] inner memory attributes ([71/[3] Allocate (Other Allocate when read), [6]/[2]

Allocate (Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other
bits are implementation defined.

DATA unsigned int
The data transferred.
EXTENDED_ID unsigned int

The Extended ID.
MANAGER_ID unsigned int
The AXI Manager ID.
NUMBER_OF BEATS unsigned int
The number of data transfers (beats) in this burst.
PADDR unsigned int
Physical address of access.
USER_FLAGS unsigned int
Core specific additional signals.

Copyright © 2023-2025 Arm Limited (or its affiliates). All rights reserved
Non-Confidential

Page 22 of 5590



Fast Models Trace Components Reference Guide Document ID: 107925 1130 00 en
Issue 00

Fast Models trace components

2.4 AMBAPVSignal2SGSignalx8

This section describes the trace sources.

ArchMsg.Warning.AMBAPVSignal2SGSignal_ unconnected warning
Unconnected Warning. DISPLAY An unconnected signal with index: %{index} and export_id:
%{export_id} was toggled to state: %{state}. Fields:

export_id signed int
Received export_id.

index unsigned int

The index of unconnected toggled signal.

state bool
The toggled to Signal state.

2.5 ARM_AEM-A_MP

This section describes the trace sources.

AR64_ASE_SVE_REGS
Modification of AArché64 Advanced SIMD or SVE Vector Registers (via SIMD or Scalar
operations), SVE Predicate Registers and ZTO. Fields:

ID enum

The register identifier.

MASK unsigned int
Bitmask of the register to signal the modified bits in the VALUE field.

SM bool
Whether the PE is in Streaming Mode.

VALUE unsigned int
Value of AArché4 vector register.

ASYNC_MEMORY FAULT
Context ID Register write. Fields:

FAULT unsigned int
Fault status present in ESR.ISS encoding for Serror in ARCH64 and present in DFSR
encoding for external abort format in ARCH32.

PADDR unsigned int
Physical Address (or O if unavailable).

VADDR signed int
Virtual Address (or O if unavailable).
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ATOMIC_END_ACCESS
Bus trace access for atomics. Fields:

ACCESS_FAIL bool
Memory access failed.

ADDR unsigned int
The virtual address of the access.

ATTR unsigned int

Transaction Attributes: [11] Non-secure, [10] Privileged, [9:8] shareability domain
(O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes, [3:0] inner memory
attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2] Allocate (Other Allocate
when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are implementation
defined.

COMPARE VALUE unsigned int

Compare value for CAS.

LOAD_VALUE unsigned int
Loaded values.

NSDESC unsigned int
The security state of the access.

OPERAND VALUE unsigned int
Operation's operand.

OPERATION enum
Operation type.

PADDR unsigned int
The physical address of the access.

PRIV bool
Is this a privileged access?.

ATOMI C_S TART_ACCE SS
Bus trace access for atomics. Fields:

ADDR unsigned int
The virtual address of the access.

ATTR unsigned int

Transaction Attributes: [11] Non-secure, [10] Privileged, [9:8] shareability domain
(O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes, [3:0] inner memory
attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2] Allocate (Other Allocate
when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are implementation
defined.

COMPARE VALUE unsigned int
Compare value for CAS.
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NSDESC unsigned int
The security state of the access.
OPERAND VALUE unsigned int
Operation's operand.
OPERATION enum
Operation type.
PADDR unsigned int
The physical address of the access.
PRIV bool

Is this a privileged access?.

ArchMsg.Error.exit code
DISPLAY exit c_ode: W{EXITCODE} component kind: %{KIND} reason: %{REASON}. Fields:
EXITCODE signed int
Exit code to be returned.
KIND string
Component kind that invoked the exit code trace.
REASON string

Reason why the exit code trace was invoked (optional).

ArchMsg.Warning. IgnoredWarmResetRequest

Event fires when software attempts to request warm reset through write to deprecated
DBGPRCR.CWRR.

ArchMsg.Warning.ReportedRevisionRegisterRead
DISPLAY Reported revision and patch do not match that of the cpu. Fields:
ORIGINAL VALUE unsigned int
The value the register would have based on the modelled revision.
REGISTER string
The name of the register that has ben read.
REPORTED_VALUE unsigned int
The value the register has been overridden to.

ArchMsg.Warning.Unpredictably Indexed PM Event Register
TAGS UNPREDICTABLE DISPLAY Event %{lsDirect:(Selector value|Register)} %{SEL} is >= %{N}.
Fields:
IsDirect unsigned int

Direct Access rather than indirect.

N unsigned int

Number of Accessible Registers.
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SEL unsigned int
Selector.

ArchMsg.Warning.cache_contents_unknown

A cache has been activated without being invalidated and may contain UNKNOWN content.
DISPLAY %{SIDE:(D|)}-Cache was enabled in %{REGIME:(SECURE|NON_SECURE|HYP)}
regime but was not invalidated since power-on: cache lines could contain UNKNOWN content
%{SIDE:( Note: D-side caches must invalidate SECURE lines even if the cache is only used by
NON_SECURE code in order to ensure that unexpected dirty lines tagged SECURE are not
naturally evicted|). Fields:

REGIME unsigned int
Current translation regime.

SIDE unsigned int
O d-side cache or unified cache, 1 i-side.

ArchMsg.Warning.dcimvac_matches_watchpoint

TAGS UNPREDICTABLE DISPLAY Watchpoints matching an AArch32 DCIMVA are
implementation defined.

ArchMsg.Warning.decode_fieldmismatch

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with different fields %{FIELD1}
and %{FIELD2}. Fields:

FIELDl1 enum
Field name.

FIELD2 enum
Field name.

ArchMsg.Warning.decode_ fracbitsnegative

TAGS UNPREDICTABLE DISPLAY VCVT Instruction is unpredictable with a negative number of
fraction bits.

ArchMsg.Warning.decode_initblock

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable in an IT block.
ArchMsg.Warning.decode_initblocknotlast

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable in an IT block when not the last.
ArchMsg.Warning.decode_invalid condition

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable when the condition is not AL.

ArchMsg.Warning.decode_invalidfieldcombination
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with the values in %{FIELD1} and
%{FIELD2}. Fields:
FIELD1 enum
Field name.
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FIELD2 enum
Field name.

ArchMsg.Warning.decode_ invalidvalue

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with the value in %{FIELD}. Fields:

FIELD enum
Field name.

ArchMsg.Warning.decode_mem hint unallocated
TAGS UNPREDICTABLE DISPLAY There is no memory hint allocated to this bit pattern.

ArchMsg.Warning.decode_ registermatch

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with %{FIELD1} and %{FIELD2} as
the same register. Fields:
FIELDl1 enum

Field name.

FIELD2 enum
Field name.

ArchMsg.Warning.decode_ registermismatch

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with %{FIELD1} and %{FIELD2} as
different registers. Fields:
FIELDl1 enum

Field name.

FIELD2 enum
Field name.

ArchMsg.Warning.decode_ registeroutofrange
TAGS UNPREDICTABLE DISPLAY Floating-point instruction is unpredictable indexing beyond
the end of the register bank.

ArchMsg.Warning.decode_sbzsbo

TAGS UNPREDICTABLE DISPLAY Reserved bits in the instruction are not canonical.

ArchMsg.Warning.decode_transactiontoobig
TAGS UNPREDICTABLE DISPLAY Attempt to perform a memory transaction of more than 128
bytes.

ArchMsg.Warning.decode unpred other
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable.

ArchMsg.Warning.decode_ unpreduseofpc

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable when %{FIELD} is PC. Fields:

FIELD enum
Field name.
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ArchMsg.Warning.decode_unpreduseofrl3

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable when %{FIELD} is R13. Fields:

FIELD enum
Field name.

ArchMsg.Warning.decode_unpreduseofrl3inreglist
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with R13 in register-list.

ArchMsg.Warning.decode useofdl6éorhigher
TAGS UNPREDICTABLE DISPLAY Attempt to use register D16 or higher where it is not allowed.

ArchMsg.Warning.decode_ writebackandbaseinlist
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with write back when the base
register is in the transfer list.

ArchMsg.Warning.decode zeroregistersinlist
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable when no registers are to be
transferred.

ArchMsg.Warning.recursive_branch
An instruction is performing a branch that targets the same instruction. If this was intended
then a WFI might be more effective DISPLAY recursive branch detected at PC=%{PC}.
PRIMARY KEY PC. Fields:
PC unsigned int

Address of instruction causing the branch.

ArchMsg.Warning.recursive_exception

An instruction has generated an exception that targets the same instruction. DISPLAY
recursive %{TYPE} exception detected at PC=%{PC} (CPSR=%{CPSR}). PRIMARY KEY PC.
Fields:

CPSR unsigned int
Processor state.

PC unsigned int

Address of instruction causing the exception.

TYPE enum

Type of exception.

ArchMsg.Warning.reentrant_vector_catch
TAGS UNPREDICTABLE DISPLAY Vector catch debug event on Prefetch or Data abort vector
%{ADDRY}. Fields:
ADDR unsigned int
vector address.

ArchMsg.Warning.reserved_it_state

TAGS UNPREDICTABLE DISPLAY Execution with reserved IT state %{ITSTATE}. Fields:
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ITSTATE unsigned int
reserved IT state.

ArchMsg.Warning. tlb_contents_unknown

Translation has been enabled without invalidating the TLB. DISPLAY Translation was
enabled in the %{PAS:(Secure|Non-secure|Root|Realm)} EL%{EL:d} translation regime (vmid=
%{VMID:x}) without invalidating %{INVALIDITY:(|d-side |i-side |)}entries since power-on:
%{INVALIDITY:(|DJI|)}TLB could contain UNKNOWN content. Fields:

EL unsigned int

Exception level of translation regime.

INVALIDITY unsigned int
Which TLB may be invalid (if TLBs are separate).

NON_SECURE bool
Whether the translation regime is non-secure.

PAS unsigned int
Physical address space of translation regime.

VMID unsigned int

Current VMID, if applicable.

ArchMsg.Warning.unknown DLR DSPSR
Exiting debug state with unknown DLR or DSPSR.

ArchMsg.Warning.unknown ELR_ SPSR
Returning from debug exception with unknown ELR or SPSR.

ArchMsg.Warning.unpred FAR on_LRCPC3 non_atomic_mem_ access
TAGS UNPREDICTABLE Unpredictable FAR/FSTATUS on LRCPCS3 pair instructions resulting
in two separate memory accessesDISPLAY Unpredictable FAR on LRCPC3 non atomic
memory access at %{ADDR1} with FSTATUS %{FSTATUS1} or %{ADDR2} with FSTATUS
%{FSTATUS2}. Fields:
ADDR1 unsigned int
Possible FAR address 1.

ADDR2 unsigned int
Possible FAR address 2.

FSTATUS1 unsigned int
Possible fault status value 1.

FSTATUS2 unsigned int
Possible fault status value 2.

ArchMsg.Warning.unpred async_tag_check fail on_sve_speculative load do_update ffr

Unpredictable set to FALSE of the FFR element associated to SVE speculative load with an
async tag check fail TAGS UNPREDICTABLE.

Copyright © 2023-2025 Arm Limited (or its affiliates). All rights reserved
Non-Confidential
Page 29 of 5590



Fast Models Trace Components Reference Guide Document ID: 107925 1130 00 en
Issue 00
Fast Models trace components

ArchMsg.Warning.unpredictable_a32 breakpoint

TAGS UNPREDICTABLE DISPLAY Unpredictable breakpoint on a A32 instruction at %{ADDR1}
Offset %B{OFFSET} BAS %{BAS} for a %{IS_ADDRESS_MISMATCH_BREAKPOINT:(Mismatch|
Match)} Breakpoint number %{N:d} Breakpoint address %{ADDR2}. Fields:
ADDR1 unsigned int

Address.

ADDR2 unsigned int
Breakpoint address.

BAS unsigned int
BAS field.

IS_ADDRESS_MISMATCH BREAKPOINT bool
Is a Mismatch breakpoint, not a Match breakpoint.

N unsigned int

Breakpoint number.

OFFSET unsigned int
Always has a value of zero.

ArchMsg.Warning.unpredictable banked register_access

TAGS UNPREDICTABLE DISPLAY Access to banked register (R=%{R:d} SYSm=%{SYSM:2x}) is
unpredictable. Fields:

R unsigned int

R bit.

SYSM unsigned int
SYSm.

ArchMsg.Warning.unpredictable ccfail undef

TAGS UNPREDICTABLE DISPLAY An instruction %{OPCODE} at VA=%{VADDR} failed its
condition codes check but would otherwise have caused a non-data-dependent trap or
undefined exception. Behaviour is implementation-defined choice of exception or nop. Fields:
OPCODE unsigned int

opcode of the instruction.

VADDR unsigned int
Virtual address of the instruction being executed.

ArchMsg.Warning.unpredictable_ici bits

TAGS UNPREDICTABLE DISPLAY ICI bits do not apply or are architecturally unpredictable for
instruction.

ArchMsg.Warning.unpredictable_t32 breakpoint

TAGS UNPREDICTABLE DISPLAY Unpredictable breakpoint on a T32 instruction at %{ADDR1}
Offset %{OFFSET} BAS %{BAS} for a %{IS_ADDRESS_MISMATCH_BREAKPOINT:(Mismatch|
Match)} Breakpoint number %{N:d} Breakpoint address %{ADDR2}. Fields:
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ADDR1 unsigned int
Address.

ADDR2 unsigned int
Breakpoint address.

BAS unsigned int
BAS field.

IS_ADDRESS_MISMATCH BREAKPOINT bool
Is a Mismatch breakpoint, not a Match breakpoint.

N unsigned int

Breakpoint number.

OFFSET unsigned int

Indicates which halfword of a 32-bit Thumb instruction the breakpoint is set on. O for
the first halfword or if the instruction is 16 bits wide, or 1 for the second halfword.

ArchMsg.Warning.unpredictable_t32 vector_catch
TAGS UNPREDICTABLE DISPLAY Unpredictable Vector catch exception on a T32 instruction at
W{ADDR} Offset %{OFFSET]. Fields:

ADDR unsigned int
Address.

OFFSET unsigned int

Indicates which halfword of a 32-bit Thumb instruction the vector catch exception is
set on. O for the first halfword or if the instruction is 16 bits wide, or 1 for the second
halfword.

ArchMsg.Warning.unpredictable watchpoint_ far

TAGS UNPREDICTABLE DISPLAY The value for FAR/EDWAR for hitting this watchpoint may be
anywhere in the range %{LOWER_BOUND} to %{UPPER_BOUND}. Fields:
LOWER_BOUND unsigned int

the lowest address accessed by the instruction that triggered the watchpoint.
UPPER_BOUND unsigned int

the highest watchpointed address accessed by that instruction.

ArchMsg.Warning.unpredictable watchpoint far isscmp

DISPLAY The value for FAR/EDWAR for hitting this watchpoint may be anywhere in the
range %{LOWER_BOUND} to %{UPPER_BOUNDY}. Fields:
LOWER_BOUND unsigned int

the lowest address accessed by the instruction that triggered the watchpoint.
UPPER_BOUND unsigned int

the highest watchpointed address accessed by that instruction.
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ArchMsg.Warning.warning AdvSIMDExpandImmUnexpectedZero
TAGS UNPREDICTABLE DISPLAY AdvSIMDExpandlmm may treat this immediate value as
UNPREDICTABLE.

ArchMsg.Warning.warning ConditionalSMC
TAGS UNPREDICTABLE DISPLAY SMC instruction has UNPREDICTABLE effects when conditional
and when combined with traps.

ArchMsg.Warning.warning TLBID out of range

TLBID out of range in TLBI according to the configuration of NIS, NVIS, NOS and NVOS.

Fields:

NIS unsigned int
NIS.

NOS unsigned int
NOS.

NVIS unsigned int
NVIS.

NVOS unsigned int
NVOS.

TLBID unsigned int
The TLBID value used in the TLBI instruction.

ArchMsg.Warning.warning TTL or TG mismatches_ current translation_granule

TTL or TG mismatches current translation granule in TLBI VA/RVA/IPA/RIPA. Fields:

CURRENT TG unsigned int
Current TG as indicated by TCR_ELx or VTCR_EL2.

TLBI_TG unsigned int
TG (or TTL[3:2]) used in TLBI instruction.

ArchMsg.Warning.warning access_crosses_page_boundary
TAGS UNPREDICTABLE DISPLAY Access crosses page boundary.

ArchMsg.Warning.warning_access_crosses_page_boundary has fault

TAGS UNPREDICTABLE DISPLAY Access that crosses page boundary has fault(s).

ArchMsg.Warning.warning access_crosses_page_boundary has fault on_both pages
TAGS UNPREDICTABLE DISPLAY Access that crosses page boundary has a fault on each page.
Fields:

ADDR1 unsigned int

FAR address on first page.
ADDR2 unsigned int

FAR address on second page.
FSTATUS1 unsigned int

Fault status on first page.
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FSTATUS2 unsigned int
Fault status on second page.

ArchMsg.Warning.warning access_crosses_page_boundary spanning different_memory

TAGS UNPREDICTABLE DISPLAY Access at address %{ADDR]} crosses page from MEM_TYPE
%IMEMTYPE PAGE1} to %{MEMTYPE_PAGE?2}. Fields:

ADDR unsigned int
address of access crossing page.

MEMTYPE PAGEl signed int
First Page's memory type (O-Normal, 1-Non-Normal).

MEMTYPE PAGE2 signed int
Second Page's memory type (O-Normal, 1-Non-Normal).

ArchMsg.Warning.warning access_wraps_around memory
TAGS UNPREDICTABLE DISPLAY Access wraps around memory in %{WIDTH:d}bit mode.
Fields:

WIDTH unsigned int
Address width.

ArchMsg.Warning.warning becr_linking status

TAGS UNPREDICTABLE DISPLAY DBGBCR.{BT2,BT} combination gives unpredictable
behaviour.

ArchMsg.Warning.warning bcr _mask_reserved

TAGS UNPREDICTABLE DISPLAY DBGBCR_ELN.MASK is set to a reserved value.

ArchMsg.Warning.warning bvr masked bit not zero

TAGS UNPREDICTABLE DISPLAY DBGBVRn_EL1.VA contains a bit masked by
DBGBCRn_EL1.MASK that is not zero.

ArchMsg.Warning.warning ccsidr_unimplemented level
TAGS UNPREDICTABLE DISPLAY CCSIDR read while CSSELR %{CSSELR:x} points to an
unimplemented cache level. Fields:
CSSELR unsigned int
current effective value of CSSELR.

ArchMsg.Warning.warning change_to_ns_when_tge_ set

TAGS UNPREDICTABLE DISPLAY Attempting to change NS to 1 when HCRTGE = 1.

ArchMsg.Warning.warning contiguous_bit check abort
TAGS UNPREDICTABLE DISPLAY An abort occurred whilst attempting to check TLB entry is
contiguous at %{ENTRY_ADDR}. Fields:
ENTRY_ADDR unsigned int
address of conflicting TLB entry.
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ArchMsg.Warning.warning contiguous_bit error

TAGS UNPREDICTABLE DISPLAY TLB entry at %{ENTRY_ADDR} was not contiguous with
entry at %{CONTIG_ADDR} Contents are %{ENTRY_DATA} but expected %{CONTIG_DATA}.
Fields:

CONTIG_ADDR unsigned int
address of the TLB first read, with which this entry is expected to be contiguous.

CONTIG_DATA unsigned int
expected contents based on the entry at CONTIG_ADDR.

ENTRY ADDR unsigned int
address of conflicting TLB entry.

ENTRY DATA unsigned int
contents of conflicting TLB entry.

ArchMsg.Warning.warning contiguous_bit_error_ D128
TAGS UNPREDICTABLE DISPLAY TLB entry at %{ENTRY_ADDR} was not contiguous with entry
at %{CONTIG_ADDR} Contents are %{ENTRY_DATA_HI} %{ENTRY_DATA_LO} but expected
%{CONTIG_DATA!. Fields:
CONTIG_ADDR unsigned int

address of the TLB first read, with which this entry is expected to be contiguous.

CONTIG_DATA unsigned int
expected contents based on the entry at CONTIG_ADDR.

ENTRY_ADDR unsigned int
address of conflicting TLB entry.

ENTRY DATA HI unsigned int
Higher bit contents of conflicting TLB entry.

ENTRY DATA 1O unsigned int
Lower bit contents of conflicting TLB entry.

ArchMsg.Warning.warning cpl0_cpll_mismatch

TAGS UNPREDICTABLE DISPLAY Unpredictable configuration of CP10 and CP11 controls at EL
%{EL:d}. Fields:
EL unsigned int

EL owning the control.

ArchMsg.Warning.warning cplO_cpll_reserved value

TAGS UNPREDICTABLE DISPLAY Unpredictable configuration of CPACR CP10 (%{CP10}) or
CP11 (%{CP11}). Fields:

CP10 unsigned int
CP10 access.

CPl1l unsigned int
CP11 access.

Copyright © 2023-2025 Arm Limited (or its affiliates). All rights reserved
Non-Confidential
Page 34 of 5590



Fast Models Trace Components Reference Guide Document ID: 107925 1130 00 en
Issue 00
Fast Models trace components

ArchMsg.Warning.warning csselr level out of_range

TAGS UNPREDICTABLE DISPLAY CSSELR.Level out of range, written value %{LEVEL} with only
%{IMPLEMENTED:d} levels implemented. Fields:
IMPLEMENTED unsigned int

number of cache levels implemented.

LEVEL unsigned int
written value of CSSELR.Level.

TYPE enum
The type of cache selected by CSSELR.InD and TnD.

ArchMsg.Warning.warning debug flow_control_bits_not obeyed

TAGS UNPREDICTABLE DISPLAY Flow control bits for %{REGISTER} were not obeyed, causing
%{ERROR}. Fields:
ERROR enum

type of error resulting.

REGISTER enum
register under consideration.

ArchMsg.Warning.warning debug register access_during reset

TAGS UNPREDICTABLE DISPLAY Unpredictable %{IS_WRITE:(read|write)} access to debug
register offset %{OFFSET} during reset. Fields:

IS WRITE unsigned int
Write Not Read.

OFFSET unsigned int
Register Offset.

ArchMsg.Warning.warning decode_cps_inconsistent fields

TAGS UNPREDICTABLE DISPLAY The mode setting fields in the CPS instruction are
inconsistent.

ArchMsg.Warning.warning decode_invalid_state
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable in current exception-level/
security state.

ArchMsg.Warning.warning default_cacheable mmu_on

TAGS UNPREDICTABLE DISPLAY Default cacheable is enabled (HCR.DC = 1) while MMU is
enabled.

ArchMsg.Warning.warning default cacheable vmmu_off

TAGS UNPREDICTABLE DISPLAY Default cacheable is enabled (HCR.DC = 1) while HCRVM =
0.

ArchMsg.Warning.warning deprecated wvr bit 2 set

TAGS UNPREDICTABLE DISPLAY DBGWVR%{N:d}_EL1=%{WVR:h} has bit 2 set, deprecated in
ARMVS. Fields:
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N unsigned int

index.

WVR unsigned int
DBGWVR.

ArchMsg.Warning.warning eret while software_step active pending

Missing ISB between setting MDSCR_EL1.SS and ERET TAGS UNPREDICTABLE.

ArchMsg.Warning.warning exclusive to non normal

TAGS UNPREDICTABLE DISPLAY Exclusive Access to Non-Normal Memory %{ADDR}. Fields:

ADDR unsigned int
Address.

ArchMsg.Warning.warning exclusive_to_non_writeback
TAGS UNPREDICTABLE DISPLAY Exclusive Access to Non-Writeback-Cacheable Memory
%{ADDR}. Fields:

ADDR unsigned int
Address.

ArchMsg.Warning.warning execute from device memory

TAGS UNPREDICTABLE DISPLAY An attempt was made to execute from Device memory.

ArchMsg.Warning.warning_illegal cpsr_mode
TAGS UNPREDICTABLE DISPLAY Writing an illegal or unimplement mode (%{NEW_MODE:h})
to CPSR was unpredictable. Fields:
NEW_MODE unsigned int
New value of CPSR.M.

ArchMsg.Warning.warning_illegal_ srs_mode
TAGS UNPREDICTABLE DISPLAY lllegal or UNPREDICTABLE mode (%{MODE:h}) used for SRS
instruction. Fields:

MODE unsigned int
mode for Banked SP.

ArchMsg.Warning.warning implementation_defined read debug register_ in SCS

Read Access to Debug registers from the processor is IMPLEMENTATION DEFINED TAGS
IMP_DEF. Fields:
PPB_OFFSET unsigned int

debug register offset.

ArchMsg.Warning.warning implementation_defined sequential_security transitions_supported

The behavior of sequential instruction fetches that cross from non-secure to secure memory
and contain an SG instruction is CONSTRAINED UNPREDICTABLE TAGS UNPREDICTABLE.
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ArchMsg.Warning.warning implementation_defined stack_limit_check_ supported
It is IMPLEMENTATION DEFINED whether stack pointer limit checking is performed for this
instruction TAGS IMP_DEF. Fields:

ADDRESS unsigned int
Address of instruction.

OPCODE unsigned int
instruction opcode.

ArchMsg.Warning.warning implementation_defined taggednonsharedmemorytype

TAGS IMP_DEF DISPLAY Memory attribute has Tagged, non shared memory type; it is
IMPLEMENTATION DEFINED whether the memory location is treated as Tagged or non-Tagged.

ArchMsg.Warning.warning implementation_defined write_ debug register_in_ SCS
Write Access to Debug registers from the processor is IMPLEMENTATION DEFINED TAGS
IMP_DEF. Fields:

DATA unsigned int
data attempted to be written.

PPB_OFFSET unsigned int
debug register offset.

ArchMsg.Warning.warning invalid tcr_granule
TAGS UNPREDICTABLE DISPLAY TCRTG%{TG_ID:(0|1)} bits have been set to a granule size
%{REQUEST:d}K not implemented - using %{SUBSTITUTE:d}K. Fields:

REQUEST signed int
page size requested (or O for reserved).

SUBSTITUTE signed int
best guess available page size.

TG_ID bool
bits TGO or TG1.

ArchMsg.Warning.warning load multiple user_registers_from user mode
TAGS UNPREDICTABLE DISPLAY An LDM(user registers) instruction executed from user mode.

ArchMsg.Warning.warning mte_in mem attr not_supported
TAGS UNPREDICTABLE DISPLAY Memory attribute %{ATTR} has Tagged memory type but
Armv8.5-MTE is not implemented. Fields:

ATTR unsigned int
Memory attribute.

ArchMsg.Warning.warning_ reserved breakpoint_state_match

TAGS UNPREDICTABLE DISPLAY %{IS_BREAKPOINT:(Watchpoint|Breakpoint)} programmed
with a reserved combination of HMC, SSC and %{IS_BREAKPOINT:(PACIPMC)}. Fields:
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IS_BREAKPOINT unsigned int
Is a breakpoint, not a watchpoint.

ArchMsg.Warning.warning_shareability
TAGS UNPREDICTABLE DISPLAY Unpredictable: combination of the 1st and 2nd stages of
translation is Normal Inner Non-Cacheable, Outer Non-Cacheable.

ArchMsg.Warning.warning software_step_set while_enabled
TAGS UNPREDICTABLE DISPLAY MDSCR_EL1.SS set to 1 while software step debug
exceptions are enabled.
ArchMsg.Warning.warning thumb_ instruction wraps_around memory

TAGS UNPREDICTABLE DISPLAY Thumb instruction wraps around memory.

ArchMsg.Warning.warning_ ttbr_ sbz _bits_are not_zero

TAGS UNPREDICTABLE DISPLAY %{TTBR}%{MSB:d}:0] should be zero, but are not. Fields:

MSB unsigned int
x-1.
TTBR enum
which TTBR register.

ArchMsg.Warning.warning unaligned address_dbgdtrrx_write

TAGS UNPREDICTABLE DISPLAY Unaligned address %{ADDR} in XO/RO when DBGDTRRX
written in memory access mode. Fields:

ADDR unsigned int
Address.

ArchMsg.Warning.warning unaligned address_dbgdtrtx_read

TAGS UNPREDICTABLE DISPLAY Unaligned address %{ADDR} in XO/RO when DBGDTRTX
read in memory access mode. Fields:

ADDR unsigned int
Address.

ArchMsg.Warning.warning unaligned to_device

TAGS UNPREDICTABLE DISPLAY Unaligned Access to Device Memory %{ADDR]}. Fields:

ADDR unsigned int
Address.

ArchMsg.Warning.warning unaligned to_strongly ordered

TAGS UNPREDICTABLE DISPLAY Unaligned Access to Strongly Ordered Memory %{ADDR}.
Fields:

ADDR unsigned int
Address.
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ArchMsg.Warning.warning unknown sau rnr

TAGS UNPREDICTABLE DISPLAY SAU_RNR was set to an unsupported value.

ArchMsg.Warning.warning unpredictable AIRCR PRIS and BFHFNMINS
TAGS UNPREDICTABLE DISPLAY The effect of setting both AIRCR.BFHFNMINS and
AIRCR.PRIS to 1 is UNPREDICTABLE.
ArchMsg.Warning.warning unpredictable AIRCR VECTCLRACTIVE when not_in debug
TAGS UNPREDICTABLE DISPLAY The effect of writing a 1 to AIRCRVECTCLRACTIVE if the
processor is not halted in Debug state is UNPREDICTABLE.
ArchMsg.Warning.warning unpredictable AIRCR VECTRESET and_SYSRESETREQ
TAGS UNPREDICTABLE DISPLAY When the processor is halted in Debug state, if a write to the
register writes a 1 to both VECTRESET and SYSRESETREQ), the behavior is UNPREDICTABLE.

ArchMsg.Warning.warning unpredictable ATIRCR VECTRESET when not_ in_debug

TAGS UNPREDICTABLE DISPLAY The effect of writing a 1 to AIRCRVECTRESET if the
processor is not halted in Debug state is UNPREDICTABLE.

ArchMsg.Warning.warning unpredictable AIRCR incorrect_VKEY

TAGS UNPREDICTABLE DISPLAY The value 0x05FA must be written to AIRCRVKEY,
otherwise the register write is UNPREDICTABLE.

ArchMsg.Warning.warning unpredictable EXE RETURN Reserved Bit
EXC_RETURNI23:7] are reserved with the special condition that all bits should be written as

one. Values other than all 1s are UNPREDICTABLE. TAGS UNPREDICTABLE. Fields:
EXC_RETURN unsigned int
Special PC value.

SBO_MASK unsigned int
Which bits Should Be One to not UNPRED.

ArchMsg.Warning.warning unpredictable PMEVTYPERn ELO_VS_ reserved_value
TAGS UNPREDICTABLE DISPLAY Unpredictable reserved value of PMEVTYPER<n> ELO.VS.

ArchMsg.Warning.warning unpredictable_ change_to DEMCR MON STEP_at_insufficient priority

TAGS UNPREDICTABLE DISPLAY The effect of changing DEMCR.MON_STEP at an execution

priority that is lower than the priority of the DebugMonitor exception is CONSTRAINED

UNPREDICTABLE.
ArchMsg.Warning.warning unpredictable change to priority of active exception

TAGS UNPREDICTABLE DISPLAY Changing the priority of an active exception is UNPREDICTABLE.

ArchMsg.Warning.warning unpredictable clear_lspact
TAGS UNPREDICTABLE DISPLAY UNPREDICTABLE state on context switch. Fields:
DRVEXC TAKEN unsigned int
Derived exception taken, not pended.

REACHED_LAST STORE unsigned int
Only the last faulted.
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ArchMsg.Warning.warning unpredictable dbg exit unaligned dlr

TAGS UNPREDICTABLE DISPLAY Debug exit to AArch32 with DLR[O] set to 1. PC[O] can be set
to O or to DLR[O].
ArchMsg.Warning.warning_ unpredictable exception_catch

TAGS UNPREDICTABLE DISPLAY Generation of an exception catch event is unpredictable.

ArchMsg.Warning.warning unpredictable exception_return_inconsistent_state

TAGS UNPREDICTABLE DISPLAY state on exception return is unpredictable.

ArchMsg.Warning.warning unpredictable_exception_return_instruction

TAGS UNPREDICTABLE DISPLAY exception return instruction is unpredictable.

ArchMsg.Warning.warning unpredictable_in_ debug_state
TAGS UNPREDICTABLE DISPLAY Instruction is UNPREDICTABLE when executed in debug state.

ArchMsg.Warning.warning unpredictable mair_ encoding

TAGS UNPREDICTABLE DISPLAY Memory attribute %{ATTR} has invalid MAIR encoding; this
may lead to unpredictable results. Fields:

ATTR unsigned int
Memory attribute.

ArchMsg.Warning.warning unpredictable pmu counter_ access
TAGS UNPREDICTABLE DISPLAY Access to PMU counters from non-secure ELO or EL1 is
UNPREDICTABLE with MDCR_EL2.HPMN set to O.
ArchMsg.Warning.warning unpredictable prioritization_breakpoint match_ vector_ catch
TAGS UNPREDICTABLE DISPLAY Two events with the same priority occurred at the same
instruction: Address Matching Vector Catch debug event, and Breakpoint debug event. It is
constrained unpredictable which is taken.
ArchMsg.Warning.warning_ unpredictable stack_selection

TAGS UNPREDICTABLE DISPLAY UNPREDICTABLE state on context switch.

ArchMsg.Warning.warning unpredictable_tsize_out_of_range

TAGS UNPREDICTABLE DISPLAY %{TCR}.T%{TTBR:d}SZ (%{TSIZE:d} bits) is out of range. Must
be between 25 and %{TSIZE_MAX:d}. Fields:

TCR enum

Which TCR.

TSIZE signed int
Value of TSize.

TSIZE_MAX signed int
The maximum allowed value.

TTBR unsigned int
Which TTBR region.
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ArchMsg.Warning.warning unpredictable unaligned pc_as_base_register

TAGS UNPREDICTABLE DISPLAY The PC value must be word-aligned, otherwise the behavior
of the instruction is UNPREDICTABLE.

ArchMsg.Warning.warning unpredictable unaligned pop_stack
TAGS UNPREDICTABLE DISPLAY CONSTRAINED UNPREDICTABLE unaligned stack frame
%{FRAME_ADDR:x} in exception-return. Fields:

FRAME ADDR unsigned int
unaligned stack frame address.

ArchMsg.Warning.warning unpredictable unaligned to_non_writeback

TAGS UNPREDICTABLE DISPLAY Unaligned Access to Non-Writeback-Cacheable Memory.

ArchMsg.Warning.warning unpredictable vmsa_ memattrib
TAGS UNPREDICTABLE DISPLAY Unpredictable vmsa memory attribute with texcb value
programmed to %{TEXCB} when tex remap is %{TEX_REMAP}. Fields:
TEXCB unsigned int
texcb value.

TEX REMAP bool
use tex remap.

ArchMsg.Warning.warning unpredictable vtcr_t0sz_sl0
TAGS UNPREDICTABLE DISPLAY The combination of VTCRTOSZ=%{T0SZ:d} and VTCR.SLO=
%{SLO:d} is unpredictable. Fields:

SLO signed int
VTCR.SLO, starting level for stage 2 translation table walks.

TO0SZ signed int
VTCR.TOSZ, required input address range.

ArchMsg.Warning.warning unpredictable write DHCSR
TAGS UNPREDICTABLE DISPLAY UNPREDICTABLE set of bit-changes in DHCSR. Fields:

NEW unsigned int
data attempted to be written.

OLD unsigned int
previous value.

ArchMsg.Warning.warning unpredictable write_ SHCSR
TAGS UNPREDICTABLE DISPLAY UNPREDICTABLE setting a pending bit to 1 for an exception
with priority >= execution priority.

ArchMsg.Warning.warning unsupported_access_to_memory mapped register

TAGS UNPREDICTABLE DISPLAY Access to memory mapped register is unsupported.
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ArchMsg.Warning.warning user_jmcr_access
TAGS UNPREDICTABLE DISPLAY User %{WRITE:(write|read)} access to JMCR is unpredictable.
Fields:
WRITE unsigned int
access is write.

ArchMsg.Warning.warning wcr_mask_and bas

TAGS UNPREDICTABLE DISPLAY DBGWCR_EL1.MASK is non-zero and BAS is not 0xff.

ArchMsg.Warning.warning wcr_mask_reserved

TAGS UNPREDICTABLE DISPLAY DBGWCR_ELN.MASK is set to a reserved value.

ArchMsg.Warning.warning wcr non configuous bas

TAGS UNPREDICTABLE DISPLAY DBGWCR_EL1.BAS has non-contiguous set of ones.

ArchMsg.Warning.warning wvr_masked bit_not_zero

TAGS UNPREDICTABLE DISPLAY DBGWVRN_EL1.VA contains a bit masked by
DBGWCRN_EL1.MASK that is not zero.

ArchMsg.Why.why branch_ target_exception
A branch target exception has occurred. DISPLAY branch target exception: target pc=%{PC},
target opcode=%{OPCODE}. PRIMARY KEY PC. Fields:
BTYPE unsigned int
pstate.BTYPE at time branch taken.

OPCODE unsigned int
opcode at branch target.

PC unsigned int

Virtual Address of branch target.

ArchMsg.Why.why illegal_ state
An illegal mode change has occurred. DISPLAY illegal mode change: %{MESSAGE}. Fields:

MESSAGE string
The message.

BRANCH MISPREDICT
Simulating branch mispredict. Fields:

PC unsigned int

Origin address (or O if unavailable).

BRA DIR
Direct branches, to immediate address. Fields:

CORE_NUM unsigned int
Core number in a multi processor.
INST_COUNT unsigned int
The core's instruction counter, starting at 1 for the first instruction.
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ISET enum

The instruction set of the branch instruction.
IS_COND bool

Indicates if this is a conditional branch.
IS_HINTED bool

Whether the conditional instruction is hinted.
IS_ISB bool

Whether the instruction is ISB.
IS_LINK bool

Indicates if this is a branch with link.
PC unsigned int

The address of the branch instruction.
TARGET ISET enum

The instruction set after the branch.
TARGET PC unsigned int

The address the instruction branches to.

BRA_INDIR

Indirect branches, perhaps to a register. Fields:
CORE_NUM unsigned int

Core number in a multi processor.
INST_COUNT unsigned int

The core's instruction counter, starting at 1 for the first instruction.
ISET enum

The instruction set of the branch instruction.
IS_COND bool

Indicates if this is a conditional branch.
IS_HINTED bool

Whether the conditional instruction is hinted.
IS_ISB bool

Whether the instruction is ISB.
IS_LINK bool

Indicates if this is a branch with link.
PC unsigned int

The address of the branch instruction.

TARGET_ ISET enum
The instruction set after the branch.
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TARGET PC unsigned int
The address the instruction branches to.

BRA_INDIR CCFAIL
Indirect branches fail, perhaps to a register.
BRA_RET CCFAIL
Branche return fail, perhaps to a register.
CACHE_MAINTENANCE OP
Cache Maintenance Operation. Fields:
CORE_NUM unsigned int
Core number in a multi processor.
DATA unsigned int
Specified MVA or Set/way.
FUNCTION enum
Clean / Invalidate.
SCOPE enum
Affected region.
SIDE enum
Inst / Data.

CCFAIL
Conditional instruction condition check fail. Fields:
COND enum
The condition of the conditional instruction.
CORE_NUM unsigned int
Core number in a multi processor.
PC unsigned int

The address of the conditional instruction.

CCFAIL_UNC
Unconditional instruction condition check fail. Fields:
COND enum
The condition of the conditional instruction.
CORE_NUM unsigned int
Core number in a multi processor.
PC unsigned int

The address of the conditional instruction.
CCPASS
Conditional instruction condition check pass. Fields:
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COND enum

The condition of the conditional instruction.
CORE_NUM unsigned int

Core number in a multi processor.
PC unsigned int

The address of the conditional instruction.

CCPASS_UNC
Unconditional instruction condition check pass. Fields:
COND enum
The condition of the conditional instruction.
CORE_NUM unsigned int
Core number in a multi processor.
PC unsigned int

The address of the conditional instruction.

CODE_CACHE_MAINT
Code cache maintenance. Fields:
END_INCL unsigned int
Inclusive end address for VA or PA requests.
NS bool
Non-secure world for PA.
START unsigned int
Start address for VA or PA requests.
TYPE enum

Request type.

COMPILE_BLOCK_END
Last instruction of basic block translated. Fields:
VADDR unsigned int
Address of next instruction after this basic block.

COMPILE BLOCK_ START
First instruction of basic block translated. Fields:
VADDR unsigned int
Address of first instruction in basic block.

COMPILE_INST
ARM instruction compiled. Fields:
DISASS string
Disassembly of the instruction.
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ISET enum
The instruction set of this instruction.

ITSTATE unsigned int
The ITSTATE current for the instruction.

OPCODE unsigned int
The opcode of the instruction.

PC unsigned int

The address of the instruction.

SIZE unsigned int
The size of the instruction in bytes.

CONTEXTIDR
Context ID Register write. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

NS bool
Secure or nonsecure banked register is accessed.

UNDEF bool
The register accessed is undefined.

VALUE unsigned int
The new value written.

CONTEXT_SYNC
Called for every context synchronization event. Fields:

ARCH_CSE bool
Architectural Context Synchronization Event.

PC unsigned int

The address of the synchronization instruction.

SYSREG_SYNC bool
System register synchronization event.

CORE_ENDIAN
Core BES8 Big-Endian state changed. Fields:

BE8 bool
Core BES8 Big-Endian state.

CORE_INFO

Static processor attributes. Only triggered by a call to DumpState(). Fields:

ARCH_PROFILE enum
The architecture profile of the core.
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CLUSTER_ID unsigned int
The cluster ID of this processor.

CORE_NUM unsigned int
The number of this core in an MP processor.

DETAILED CORE_FEATURES enum
Detailed core features as a bitfield. Enum values are bitmasks to extract the info from
the field.

FPU_VERSION enum
The VFP version implemented by the core.

MEM ARCH enum
The memory architecture of the core.

MIDR ELl1 unsigned int
MIDR_EL1 value.

NUM_CORES unsigned int
The number of cores in this MP processor.

QUANTUM SIZE unsigned int
The default quantum size of the core (in ticks).

SECURITY_FEATURES bool
Does the core have security features?.

CORE_LOADS
Processor load accesses. Fields:

ACCESS_TYPE enum
The type of instruction performing the access.

ACQREL enum
Is this an acquire/release.

ATTR unsigned int

Memory attributes: [11] Non-secure, [10] Privileged, [9:8] shareability domain (O=nsh,
1=ish, 2=o0sh, 3=system), [7:4] outer memory attributes, [3:0] inner memory attributes
([71/13] Allocate (Other Allocate when read), [6]/[2] Allocate (Other Allocate when

write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are implementation defined.

ATTR2 unsigned int
Second page memory attributes: [11] Non-secure, [10] Privileged, [9:8] shareability
domain (O=nsh, 1=ish, 2=osh, 3=system), [7:4] outer memory attributes, [3:0] inner
memory attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2] Allocate
(Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are
implementation defined.

CURRENT TIME unsigned int
The core's current time, as simulated time plus local time.
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DATA unsigned int

The data read or written.
ELEMENT SIZE unsigned int

Width of each element.
ENDIANNESS enum

Byte ordering of this access.
LOCAL_TIME unsigned int

The core's local time, relative to the current quantum.
LOCK enum

Normal, exclusive or locked access.
MECID unsigned int

Memory Encryption Context ID, if applicable.
MECID2 unsigned int

Memory Encryption Context ID of the second page, if applicable.
MPAM PARTID unsigned int

MPAM Partition ID.
MPAM PMG unsigned int

MPAM Performance Monitoring Group.
MPAM SP unsigned int

MPAM Partition ID Space.
NSDESC unsigned int

The physical address non-secure bit.
NSDESC2 unsigned int

The second page physical address non-secure bit.
PADDR unsigned int

The physical (translated) address.
PADDR2 unsigned int

If different from PADDR, the physical address of the second page of the access.
PAGE_SIZE unsigned int

Page size as log2(size in bytes).
PAS enum

The physical address space of the page.
PAS2 enum

The physical address space of the second page.
RESPONSE enum

O=Aborted, 1=0K, 2=Exclusive Failed, 3=Unsupported.
SIZE unsigned int

Width of the access in bytes. Only required if DATA is not traced.
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TRANS bool
Is this a translated access.

VADDR unsigned int
The virtual address of the access.

CORE_REGS
Changes of the core registers RO to R14. Fields:

CORE_NUM unsigned int

Core number in a multi processor.
ID unsigned int

The register number, O to 14.
MODE enum

Bank of the register accessed.
OLD_VALUE unsigned int

The old value overwritten.
PHYS ID enum

The physical register accessed.
VALUE unsigned int

The new value written to the register.

CORE_REGS64
Changes of the core registers X0..X30, SP_ELn. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

ID enum

The register number, 0-30 for XO0-X30, >=32 for SP_ELn.
OLD_VALUE unsigned int
The old value overwritten.

VALUE unsigned int
The new value written to the register.

CORE_REGS64_READ
General purpose AArché4 register has been read X0..X30, SP_ELn. Fields:

ID enum

The register number, 0-30 for XO0-X30, >=32 for SP_ELn.

VALUE unsigned int
The value read from the register.

CORE_STALLED TRANSITION
Detect when a core is prevented from progressing PChannel states. Fields:
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CURRENT_STATE enum
Current power mode of core.

REASON string
The reason a transition was stalled, and what must be done to unblock it.

TARGET STATE enum
Desired power mode of core after transition.

CORE_STORES
Processor store accesses. Fields:

ACCESS_TYPE enum
The type of instruction performing the access.

ACQREL enum
Is this an acquire/release.

ATTR unsigned int
Memory attributes: [11] Non-secure, [10] Privileged, [9:8] shareability domain (O=nsh,
1=ish, 2=0sh, 3=system), [7:4] outer memory attributes, [3:0] inner memory attributes
([71/13] Allocate (Other Allocate when read), [6]/[2] Allocate (Other Allocate when
write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are implementation defined.
ATTR2 unsigned int

Second page memory attributes: [11] Non-secure, [10] Privileged, [9:8] shareability
domain (O=nsh, 1=ish, 2=osh, 3=system), [7:4] outer memory attributes, [3:0] inner
memory attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2] Allocate
(Other Allocate when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are
implementation defined.

CURRENT TIME unsigned int

The core's current time, as simulated time plus local time.
DATA unsigned int
The data read or written.
ELEMENT SIZE unsigned int
Width of each element.
ENDIANNESS enum
Byte ordering of this access.
LOCAL_TIME unsigned int
The core's local time, relative to the current quantum.
LOCK enum
Normal, exclusive or locked access.
MECID unsigned int
Memory Encryption Context ID, if applicable.
MECID2 unsigned int
Memory Encryption Context ID of the second page, if applicable.
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MPAM PARTID unsigned int

MPAM Partition ID.
MPAM PMG unsigned int

MPAM Performance Monitoring Group.
MPAM SP unsigned int

MPAM Partition ID Space.
NSDESC unsigned int

The physical address non-secure bit.
NSDESC2 unsigned int

The second page physical address non-secure bit.
PADDR unsigned int

The physical (translated) address.
PADDR2 unsigned int

If different from PADDR, the physical address of the second page of the access.
PAGE_SIZE unsigned int

Page size as log2(size in bytes).
PAS enum

The physical address space of the page.
PAS2 enum

The physical address space of the second page.
RESPONSE enum

O=Aborted, 1=0K, 2=Exclusive Failed, 3=Unsupported.
SIZE unsigned int

Width of the access in bytes. Only required if DATA is not traced.
TRANS bool

Is this a translated access.
VADDR unsigned int

The virtual address of the access.

CP14_READ
System Coprocessor register read. Fields:
CORE_NUM unsigned int
Core number in a multi processor.
CRm unsigned int

CRm.

CRn unsigned int
CRn.
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NS bool
Secure or nonsecure banked register is accessed.

REG_NAME string
Name of the CP14 register accessed.

SECURITY_ STATE enum
The current security state.

UNDEF bool
The register accessed is undefined.

VALUE unsigned int
The value read.

opcl unsigned int

opcode 1.

opc2 unsigned int

opcode 2.

CP14_WRITE
System Coprocessor register write. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

CRm unsigned int

CRm.

CRn unsigned int
CRn.

NS bool

Secure or nonsecure banked register is accessed.
REG_NAME string

Name of the CP14 register accessed.
SECURITY_STATE enum

The current security state.
UNDEF bool

The register accessed is undefined.
UPDATED VALUE unsigned int

Updated value of the register now it has been written.
VALUE unsigned int

The new value written.

opcl unsigned int

opcode 1.
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opc2 unsigned int

opcode 2.

CP15_READ
System Coprocessor register read. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

CRm unsigned int

CRm.

CRn unsigned int
CRn.

NS bool

Secure or nonsecure banked register is accessed.
REG_NAME string

Name of the CP15 register accessed.
SECURITY STATE enum

The current security state.
UNDEF bool

The register accessed is undefined.
VALUE unsigned int

The value read.
opcl unsigned int

opcode 1.

opc2 unsigned int

opcode 2.

CP15_READ64
System Coprocessor register read. Fields:

CORE_NUM unsigned int
Core number in a multi processor.
CRm unsigned int
CRm.
NS bool
Secure or nonsecure banked register is accessed.
REG_NAME string
Name of the CP15 register accessed.

SECURITY_STATE enum
The current security state.
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UNDEF bool
The register accessed is undefined.

VALUE unsigned int
The value read.

opc unsigned int

opcode 1.

CP15_WRITE
System Control Coprocessor register write. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

CRm unsigned int

CRm.

CRn unsigned int
CRn.

NS bool

Secure or nonsecure banked register is accessed.
REG_NAME string

Name of the CP15 register accessed.
SECURITY_STATE enum

The current security state.
UNDEF bool

The register accessed is undefined.
UPDATED VALUE unsigned int

Updated value of the register now it has been written.
VALUE unsigned int

The new value written.
opcl unsigned int

opcode 1.

opc2 unsigned int

opcode 2.

CP15_WRITE64
System Coprocessor register write. Fields:
CORE_NUM unsigned int
Core number in a multi processor.

CRm unsigned int
CRm.
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NS bool

Secure or nonsecure banked register is accessed.
REG_NAME string

Name of the CP15 register accessed.
SECURITY_ STATE enum

The current security state.
UNDEF bool

The register accessed is undefined.
UPDATED_ VALUE unsigned int

Updated value of the register now it has been written.
VALUE unsigned int

The new value written.

opc unsigned int

opcode 1.

CPSR
CPSR change. (In AArché4 PSTATE represented in SPSR format). Fields:
CORE NUM unsigned int
_Core number in a multi processor.

OLD_VALUE unsigned int

The old CPSR value.
UNKNOWN unsigned int

Bits within the register that have unknown value.

VALUE unsigned int
The new CPSR value.

CRYPTO_SPEC
Every crypto instruction speculatively executed.
CorePowerStateChange
Core power-up state has changed. DISPLAY Core powered %{PU:(up|down)}. Fields:
PU bool
Whether the core powered up.

DATA CACHE SET ALLOC_TAGS
Set allocation tags from DC GVA instruction. Fields:

ATTR unsigned int

Transaction Attributes: [11] Non-secure, [10] Privileged, [9:8] shareability domain
(O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes, [3:0] inner memory
attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2] Allocate (Other Allocate
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when write), [5]/[1] Modifiable, [4]/][0] Bufferable). All other bits are implementation
defined.

NSDESC unsigned int
The security state of the access.

PADDR unsigned int
The physical address of the access.

PAS enum

The physical address space of the page.

RESPONSE enum
O=Aborted, 1=0K.

SIZE unsigned int
The size of memory in bytes.

TAG unsigned int
The value of the tag being set.

TAGGING TYPE enum
Type of Memory tagging (Physical or Virtual).

TAG_VADDR unsigned int
The virtual address of the Virtual Tag if Virtual tagging is used; otherwise O.

VADDR unsigned int
Virtual address used for setting allocation tags.

DATA CACHE_ZERO
Zero and invalidate cache line from DC ZVA instruction. Fields:

ATTR unsigned int
Transaction Attributes: [11] Non-secure, [10] Privileged, [9:8] shareability domain
(O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes, [3:0] inner memory
attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2] Allocate (Other Allocate
when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are implementation
defined.

NSDESC unsigned int
The security state of the access.

PADDR unsigned int
The physical address of the access.

PADDR _TAG unsigned int
If tag checked, the physical address tag for the access.

PAS enum
The physical address space of the page.

RESPONSE enum
O=Aborted, 1=0K.
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SIZE unsigned int

The size of zero'd memory in bytes.
TAG_CHECKED bool

Is this access tag checked.

VADDR unsigned int
Virtual address of the zero'd cache line.

DEBUG_EVENT
Hardware debug support event. Fields:

EVENT enum
Description of event.

VALUE unsigned int
data value.

DEBUG_TARGET_ ISET
Hardware debug target ISA. Fields:

TARGET_ISET enum
The target instruction set of the debug state.

DMI_ALLOCATE
DM allocated. Fields:

ACCESS_DIRECTION enum
READ / WRITE.

PADDR unsigned int

The physical address of the DMI.
PTR unsigned int

DMI range pointer.
SIDE enum

DSIDE / ISIDE.

SIZE unsigned int
The size of DMI.

VADDR unsigned int
The virtual address of the DMI..

DMI HIT
DMI hit, access used DMI (only fire for small DMI regions i.e. less than a full page). Fields:

ACCESS_DIRECTION enum
READ / WRITE.

PADDR unsigned int
The physical address of the DMI.
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SIDE enum

DSIDE / ISIDE.

SIZE unsigned int
The size of the DMI.

VADDR unsigned int
The virtual address of the DMI..

DMI_REVOKE

DMI revoked. Fields:

ACCESS_DIRECTION enum
READ / WRITE.

PADDR unsigned int
The physical address of the DMI.

SIDE enum
DSIDE / ISIDE.

SIZE unsigned int
The size of DMI.

VADDR unsigned int
The virtual address of the DMI..

END_COMPILE

ESB

Compilation end. Fields:

END_OF PAGE COUNT unsigned int
Number of basic blocks exited due to page boundary since START_COMPILE.

FETCHFAIL COUNT unsigned int
Number of basic blocks exited due to ifetch failure START _COMPILE.

INST_COUNT unsigned int
Number of instructions compiled since START_COMPILE.

NONSEQ COUNT unsigned int
Number of basic blocks exited due to non-sequential instructions since
START _COMPILE.

PAGE STRADDLE COUNT unsigned int

Number of basic blocks exited due to unaligned instructions crossing page since
START_COMPILE.

Error Synchronization Barrier hit. Fields:

ASYNC bool
ESB is async.
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IMPLICIT bool
ESB is implicit.

EXCEPTION
Exception taken. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

ESR unsigned int
The value assigned to ESR when exception is taken.

ESR_EC unsigned int
The Value assigned to ESR.EC when exception is taken.

IS_PHYSICAL bool
Physical or Virtual exception.

IS_TRAP bool
Exception coming from a trap.

LR unsigned int

The value assigned to the link register.

PC unsigned int

The location where the exception occurred.

PREFERRED RETURN unsigned int
The preferred return address for the exception.

TAKEN_LOCALLY bool
Whether exception is taken locally(same exception level).

TARGET ISET enum
The instruction set of the exception handler code.

TARGET_PC unsigned int
The address the exception branches to.

VECTOR enum
The exception vector.

VECTOR_OFFSET unsigned int
The offset of an exception vector from the base address.

EXCEPTION_END
Every exception completed.

EXCEPTION_INFO
Trace human-readable reason of the current exception for data/instruction aborts, floating
point exceptions and unknown exceptions. Fields:
DESCRIPTION string
Reason for current exception.
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ESR_EC unsigned int
The value of ESR.EC when exception is taken.

EXCEPTION_RAISE
Every exception raised.
EXCEPTION RETURN
Branches on leaving exception. Fields:
CORE_NUM unsigned int
Core number in a multi processor.
INST_COUNT unsigned int
The core's instruction counter, starting at 1 for the first instruction.
ISET enum
The instruction set of the branch instruction.

IS_COND bool

Indicates if this is a conditional branch.
IS_HINTED bool

Whether the conditional instruction is hinted.
IS _ISB bool

Whether the instruction is ISB.
IS_LINK bool

Indicates if this is a branch with link.
PC unsigned int

The address of the branch instruction.
TARGET ISET enum

The instruction set after the branch.
TARGET_PC unsigned int

The address the instruction branches to.

EXCEPTION RETURN PREBRANCH
Exception return event that must occur before PC and processor state have updated.
EXCEPTION_START
Every exception started.
FIQ_ TAKEN
FIQ taken exception.
FP_EXCEPTIONS SIGNALLED

Trace which FP exceptions were signalled as a part of the FP operations performed by an
instruction. Fields:
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FP_EXCEPTIONS_SIGNALLED MASK unsigned int

Indicates which FP exceptions were signalled by an instruction. This uses the same
encoding as the cumulative floating-point exception bitfields in FPSR.

FP_STATE

Floating point state. Fields:
FPSR unsigned int
FPSR register value.
MASK unsigned int
The mask indicating updated cumulative bits.

FREQ CHANGED

HLT

INST

Core frequency changed. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

INST_COUNT unsigned int
The instruction count of this core.

NEW_FREQ signed int

The new frequency of this core (expressed in Hz).
OLD_FREQ signed int

The old frequency of this core (expressed in Hz).

HLT instruction occurred. Fields:

IMM16 unsigned int
The 16-bit immediate value encoded in HLT instruction.

Every instruction executed. Fields:
CORE_NUM unsigned int
Core number in a multi processor.
CURRENT TIME unsigned int
The core's current time, as simulated time plus local time.
DEBUG_STATE bool
The instruction is executed in debug state.
DISASS string
Disassembly of instruction.

INST_COUNT unsigned int
The core's instruction counter, starting at 1 for the first instruction.
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ISET enum
The current instruction set.

ITSTATE unsigned int

The current ITSTATE.

LOCAL_TIME unsigned int
The core's local time, relative to the current quantum.

MODE enum

The mode the core is in.
NS unsigned int

The core's non-secure bit.

NSDESC unsigned int
The physical address non-secure bit.

NSDESC2 unsigned int
The second page physical address non-secure bit.

OPCODE unsigned int

The opcode of the instruction.
PADDR unsigned int

The physical address of the instruction.
PADDR2 unsigned int

If different from PADDR, the physical address of the second page of the instruction.
PAS enum

The physical address space of the page.
PAS2 enum

The physical address space of the page.
PC unsigned int

The address of the instruction.
SECURITY_STATE enum

The core's security state.

SIZE unsigned int
The size of the instruction in bytes.

INST_END
Every instruction completed.
INST START

Every instruction started. Fields:

DEBUG_STATE bool
The instruction is executed in debug state.
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ISET enum
The current instruction set.

MODE enum

The mode the core is in.

NS enum

The current Secure State.

PC unsigned int

The address of the conditional instruction.

SECURITY_STATE enum
The current Security State.

INST_ STRADDLE
Instruction straddles boundary. Fields:

DEBUG_STATE bool
The instruction is executed in debug state.

ISET enum

The current instruction set.
MODE enum

The mode the core is in.
NS enum

The current Secure State.

PC unsigned int

The address of the conditional instruction.

SECURITY_ STATE enum
The current Security State.

IRQ_TAKEN
IRQ taken exception.

ISB
ISB instruction occurred. Fields:

PC unsigned int

The address of the ISB instruction.

LOAD MULTIPLE REGS LIST
List of destination registers (not source) of a multiple registers load instruction. Fields:

REG string
Register to add into the list.

LOCAL MONITOR
Local monitor activity. Fields:
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PADDR unsigned int
Local Monitor Address.

State enum

State of the monitor (Open/Exclusive).

MAPPING_CREATE
A memory mapping has been created. This is an implementation detail of the model and so
may change without notice. Fields:
ASID unsigned int
The ASID used during translation, or O if no ASID was used.

IS_VALID bool
Whether the mapping is valid or not.

PADDR unsigned int
Base physical address of region, or O if not known.

SIDE enum
[-side or D-side.
SIZE unsigned int
Size of the page, or O if not known.

VADDR unsigned int
Base virtual address of region.

VMID unsigned int
The VMID used during translation, or O if no VMID was used.

MAPPING_DESTROY
A memory mapping has been destroyed. This is an implementation detail of the model and so
may change without notice. Fields:
ASID unsigned int
The ASID used during translation.

CAUSE enum
The cause of invalidation.

PADDR unsigned int

Base physical address of page.
SIDE enum

[-side or D-side.
SIZE unsigned int

Size of the page.

VADDR unsigned int
Base virtual address of page.
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VMID unsigned int
The VMID used during translation.

MEMMAP DEBUG_READ
Memory mapped reads to the debug registers. Fields:

ADDR unsigned int
address.
CORE_NUM unsigned int

Core number in a multi processor.

EXT bool
Whether access is from an external device (such as the DAP).

NS enum

Secure state of the access.

REG_NAME string
Name of the debug register accessed.

UNDEF bool
The register accessed is undefined.

VALUE unsigned int
The value read.

MEMMAP DEBUG_WRITE
Memory mapped writes to the debug registers. Fields:

ADDR unsigned int
address.
CORE_NUM unsigned int

Core number in a multi processor.

EXT bool
Whether access is from an external device (such as the DAP).

NS enum

Secure state of the access.
REG_NAME string
Name of the debug register accessed.

UNDEF bool
The register accessed is undefined.

VALUE unsigned int
The new value written.

MMU D128 _TTB_READ
This event is triggered by reads caused by a D128 translation table walk. Fields:
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ABORTED bool
Was the walk successful.

DATA HIGH unsigned int
The data upper bits read.
DATA LOW unsigned int
The data lower bits read.
IPA unsigned int
For stage 1, the IPA of the read.
LEVEL unsigned int
Translation table level.

MECID unsigned int
Memory Encryption Context(MEC) ID, if applicable.

MPAM PARTID unsigned int
MPAM Partition ID.

MPAM PMG unsigned int
MPAM Performance Monitoring Group.
MPAM SP unsigned int
MPAM Partition 1D Space.
OUTADDR unsigned int
The output physical address.
PADDR unsigned int
The physical address of the read.
PASmem enum
Physical Address Space of the accessed memory.
PASreq enum
Physical Address Space of the requested lookup.
REGIME_EL enum
Entry matches in this translation regime.
REQUESTER enum
The requester of this table walk.
SIDE enum
Inst / Data.
STAGE unsigned int
Translation stage.

MMU D128 TTB_WRITE
This event is triggered by writes caused by a D128 translation table walk. Fields:

Copyright © 2023-2025 Arm Limited (or its affiliates). All rights reserved
Non-Confidential
Page 66 of 5590



Fast Models Trace Components Reference Guide Document ID: 107925 1130 00 en
Issue 00
Fast Models trace components

ABORTED bool
Was the walk successful.

DATA HIGH unsigned int

The data upper bits written.
DATA LOW unsigned int

The data lower bits written.
IPA unsigned int

For stage 1, the IPA of the write.
IS_HACDBS_ACCESS bool

If the access was due to HACDBS_CLEAN.

LEVEL unsigned int
Translation table level.

MECID unsigned int
Memory Encryption Context(MEC) ID, if applicable.
MPAM PARTID unsigned int
MPAM Partition ID.
MPAM PMG unsigned int
MPAM Performance Monitoring Group.
MPAM SP unsigned int
MPAM Partition ID Space.
OUTADDR unsigned int
The output physical address.
PADDR unsigned int
The physical address of the write.
PASmem enum
Physical Address Space of the accessed memory.
PASreq enum
Physical Address Space of the requested lookup.
REGIME_EL enum
Entry matches in this translation regime.
SIDE enum
Inst / Data.
STAGE unsigned int
Translation stage.

MMU_TRANS
Address translation information. Fields:
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ASID unsigned int

Address space identifier.
CORE_NUM unsigned int

Core number in a multi processor.
Hyp bool

Entry matches in Hyp state only.
INNERCACHE RA bool

Is the inner cache allocate on read.
INNERCACHE_TRANSIENT bool

Is the inner write-through transient.
INNERCACHE_TYPE enum

Inner Caching scheme (NC/MB/WA).
INNERCACHE WA bool

Is the inner cache allocate on write.
MECID unsigned int

Memory Encryption Context(MEC) ID, if applicable.
MEMTYPE enum

Memory type.
MPAM PARTID unsigned int

MPAM Partition ID.
MPAM PMG unsigned int

MPAM Performance Monitoring Group.
MPAM SP unsigned int

MPAM Partition 1D Space.
NSDESC enum

Is secure side supposed to access secure or nonsecure memory.
OUTERCACHE RA bool

Is the outer cache allocate on read.
OUTERCACHE TRANSIENT bool

Is the outer write-through transient.
OUTERCACHE TYPE enum

Outer Caching scheme (NC/MB/WA).
OUTERCACHE WA bool

Is the outer cache allocate on write.
PADDR unsigned int

Physical address of the access.
PAGESIZE unsigned int

Page size as log2(size).
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PAS enum
PAS supposed to be accessed is secure or nonsecure memory or Root/Realm if RME is
implemented.

SH enum

Shareability.

SIDE enum
Inst / Data.

STAGE1_PERM unsigned int
Stage 1 permissions, [5:3] Privileged access (XWR) [2:0] User access (XWR).

STAGE2_PERM unsigned int
Stage 2 permission mask [5:3] Privileged access (XWR) [2:0] User access (XWR).

VADDR unsigned int
Virtual address of the access.

VMID unsigned int
Virtual machine identifier.

XS bool
XS Attribute.

nG enum

Flag indicating whether ASID will be matched.

MMU_TTB_READ
This event is triggered by reads caused by a translation table walk. Fields:

ABORTED bool
Was the walk successful.

DATA unsigned int
The data read.

DESC_KIND enum
The encoding scheme of the descriptors used for this walk.

IPA unsigned int
For stage 1, the IPA of the read.

LEVEL unsigned int

Translation table level.
LPAE bool

Is this for an LPAE translation (DEPRECATED, use DESC_KIND).
MECID unsigned int

Memory Encryption Context(MEC) ID, if applicable.

MPAM PARTID unsigned int
MPAM Partition ID.
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MPAM PMG unsigned int

MPAM Performance Monitoring Group.
MPAM SP unsigned int

MPAM Partition ID Space.
NSmem bool

Non secure memory access.
NSreq bool

Non secure request.
OUTADDR unsigned int

The output physical address.
PADDR unsigned int

The physical address of the read.
PASmem enum

Physical Address Space of the accessed memory.
PASreq enum

Physical Address Space of the requested lookup.
REGIME EL enum

Entry matches in this translation regime.
REQUESTER enum

The requester of this table walk.
SIDE enum

Inst / Data.
STAGE unsigned int

Translation stage.

MMU_TTB_WRITE
This event is triggered by writes caused by a translation table walk. Fields:
ABORTED bool

Was the walk successful.

DATA unsigned int
The data written.

DESC_KIND enum

The encoding scheme of the descriptors used for this walk.
IPA unsigned int

For stage 1, the IPA of the write.

IS_HACDBS_ACCESS bool
If the access was due to HACDBS _CLEAN.

Copyright © 2023-2025 Arm Limited (or its affiliates). All rights reserved
Non-Confidential
Page 70 of 5590



Fast Models Trace Components Reference Guide Document ID: 107925 1130 00 en
Issue 00
Fast Models trace components

LEVEL unsigned int
Translation table level.
LPAE bool
Is this for an LPAE translation (DEPRECATED, use DESC_KIND).

MECID unsigned int
Memory Encryption Context(MEC) ID, if applicable.

MPAM PARTID unsigned int
MPAM Partition ID.

MPAM PMG unsigned int
MPAM Performance Monitoring Group.

MPAM SP unsigned int
MPAM Partition ID Space.

NSmem bool
Non secure memaory access.

NSreq bool
Non secure request.
OUTADDR unsigned int
The output physical address.
PADDR unsigned int
The physical address of the write.
PASmem enum
Physical Address Space of the accessed memory.
PASreq enum
Physical Address Space of the requested lookup.
REGIME EL enum
E—ntry matches in this translation regime.
SIDE enum

Inst / Data.

STAGE unsigned int
Translation stage.

MODE_CHANGE
Mode change. Fields:
CORE_NUM unsigned int
Core number in a multi processor.

MODE enum
The new mode.
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NON_SECURE enum

The core's new non-secure bit.
OLD_MODE enum

The old mode.

SECURITY_ STATE enum
The new security state.

NOT TAG_CHECKED INST
MTE Tag not checked for current instruction.
PERIODIC
Called for every quantum. Fields:
CORE_NUM unsigned int
Core number in a multi processor.
INST_COUNT unsigned int
The instruction count of this CPU.
PC unsigned int

The address of the next instruction to be executed on this CPU.

PMU_COUNTER OVERFLOW
PMU counter overflow. Fields:
COUNTER_GROUP enum
Counter group.
COUNTER_RANGE enum
Counter range.
EVENT_ID unsigned int
Event Identifier, field is valid only for Event counter group.
INDEX unsigned int
Counter index (as selected by PMSELR), field is valid only for Event/Cycle counter
groups.
INTERRUPT bool
Is interrupt enabled on overflow for this counter.

POTINDEX_ UPDATE
Value of POT index for current pc changed. Fields:
NEW_POTINDEX unsigned int
New POTIndex.

OLD_POTINDEX unsigned int
Old POTIndex.
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PREFETCH_MEMORY64
Prefetch from PRFM or PRFUM instructions. Fields:

PRFOP enum
Prefetch hint.

VADDR unsigned int
Virtual address of the location that should be prefetched.

PRELOAD64_REQUEST
Preload requests from PRFM or PRFUM instructions. Fields:
PRFOP enum

Prefetch hint.

VADDR unsigned int
Virtual address of the location that should be prefetched.

PRELOAD DATA
Data preload from PLD instruction. Fields:

VADDR unsigned int
Virtual address of the data that should be preloaded.

PRELOAD INST
Instruction preload from PLI instruction. Fields:

VADDR unsigned int
Virtual address of the instruction that should be preloaded.

PRE_CORE_LOAD
Trace just before a core load. Fields:
CURRENT TIME unsigned int
The core's current time, as simulated time plus local time.

LOCAL_TIME unsigned int
The core's local time, relative to the current quantum.

PRE_CORE_STORE
Trace just before a core store. Fields:
CURRENT TIME unsigned int
The core's current time, as simulated time plus local time.

LOCAL_TIME unsigned int
The core's local time, relative to the current quantum.

PRE_TTB_READ
This event is triggered before reads caused by a translation table walk. Fields:
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ADDR unsigned int
The physical address of the read.

PSTATE
PSTATE fields update. Fields:

ALLINT unsigned int

All interrupt mask bit.
BTYPE unsigned int

Branch target identification bit.
CORE_NUM unsigned int

Core number in a multi processor.
DAIF unsigned int

Exception mask bits.
DIT unsigned int

Data Independent Timing bit.
EL unsigned int

Current Exception level field.
EXLOCK unsigned int

Exception return state lock bit.
IL unsigned int

lllegal Execution state bit.
NZCV unsigned int

Condition flags.
PACM unsigned int

PACM bit.
PAN unsigned int

Privileged Access Never state bit.
PM unsigned int

PMU exception mask bit.
PPEND unsigned int

PMU exception pending bit.
SM unsigned int

StreamingMode status bit.
SP unsigned int

Stack pointer register selection bit.

SS unsigned int

Software Step bit.
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SSBS unsigned int
Speculative Store Bypass Safe bit.

TCO unsigned int
Tag Check Override bit.

TOUCHED unsigned int
Mask of the fields that have been touched since this trace has last been emitted. Note
that touched does not necessarily mean the value changed. The index of the field is the
bit index in the mask plus the index of this field plus one.

UAO unsigned int
User Access Override bit.

UINJ unsigned int

Undefined Instruction exceptions bit.
ZA unsigned int

ZA storage and ZTO register enable bit.

nRW unsigned int

Current Execution state bit.

PSTATE PACTIVE OPMODE_TRANSITION
Trace pactive and Opmode mode transitions on PChannel. Fields:

DEVPACTIVE unsigned int

Integer representation of DEVPACTIVE]] signals.
NEW_STATE enum

Operating mode after the transition.

OLD_STATE enum
Operating mode before the transition.

PSTATE_PACTIVE_OPMODE_?RANSITION_DENIED
Trace the denied pactive and Opmode mode transitions on PChannel. Fields:

DEVPACTIVE unsigned int

Integer representation of DEVPACTIVE]] signals.
NEW_STATE enum

Operating mode after the transition.
OLD_STATE enum

Operating mode before the transition.

REASON string
Reason for the transition being denied.

PSTATE PACTIVE POWER TRANSITION
Trace pactive and power mode transitions on PChannel. Fields:
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DEVPACTIVE unsigned int
Integer representation of DEVPACTIVE]] signals.

NEW_STATE enum
Power mode after the transition.

OLD_STATE enum
Power mode before the transition.

PSTATE PACTIVE_ POWER_TRANSITION DENIED
Trace the denied pactive and power mode transitions on PChannel. Fields:

DEVPACTIVE unsigned int
Integer representation of DEVPACTIVE]] signals.

NEW_STATE enum
Power mode after the transition.

OLD_STATE enum
Power mode before the transition.

REASON string
Reason for the transition being denied.

PSTATE PACTIVE THREAD OPMODE_TRANSITION
Trace pactive and Opmode mode transitions for threads on PChannel. Fields:

DEVPACTIVE unsigned int
Integer representation of DEVPACTIVE(] signals.

NEW_STATE enum
Operating mode after the transition.

OLD_STATE enum
Operating mode before the transition.

QUANTUM_START
Called at the start of every quantum.

RANGE_PRELOAD REQUEST
Preload requests from RPRFM. Fields:

COUNT unsigned int
Number of blocks of data to access.

LENGTH unsigned int
Number of contiguous bytes to be accessed in each block.

OP unsigned int

Range prefetch operation .

REUSE unsigned int
Maximum number of bytes to be accessed before next RPRFM .
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STRIDE signed int
Stride to advance after accessing LENGTH bytes.

VADDR unsigned int
Base virtual address of range prefetch request.

RUN_STATE
Run state transition. Fields:

INST_COUNT unsigned int
Ticks count at point of transition.

NEW enum
New run state.

OLD enum

Old run state.

SEMIHOSTING_CALL
Call of a semihost function occurred. Fields:

PC unsigned int
The program counter after the semihosting call.

SEMIHOSTING PRECALL
About to call semihost. Fields:

EL2 bool
Use EL2 translation regime.

NS bool
Is Non-Secure.

REG_WIDTH unsigned int
The current register width in bytes.

SIGNAL
External signal state change. Fields:
SIGNAL enum

Signal that changed.

STATE bool
Signal asserted state.

SOFTWARE_STEP
Return the Debug Software Step state. Fields:

STATE enum
Software Step state.
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SPSR
SPSR change. Fields:
CORE_NUM unsigned int
Core number in a multi processor.
MODE enum
Which of the banked SPSR registers is written.
OLD_VALUE unsigned int

The old SPSR value.

VALUE unsigned int
The new SPSR value.

START COMPILE
Compilation started. Fields:

VADDR unsigned int
Instruction where compilation begins.

STG_MULTIPLE_MICRO_OPS_ADDRESS_RANGE
Address range for MTE stores with multiple uops. Fields:
ADDR_END unsigned int
Final address.
ADDR_START unsigned int
Starting address.

STORE_MULTIPLE_REGS_ADDRESS_RANGE
Address range for stores with multiple registers. Fields:
ADDR_END unsigned int
Final address.

ADDR_START unsigned int
Starting address.

SUBOPTIMAL LDST RETIRED
suboptimal load/store. Fields:

ACCESS_SIZE unsigned int
Log?2 of the access width in bytes used for alignment checking (1: half-word, 2:
word ...).
OPTIMAL ALIGN SELECTOR unsigned int
Selector to decide the optimal alignment size (1: access width, 2: 4-bytes, 3: 8-bytes, ...,
12: 4-kbytes).
VADDR unsigned int
The virtual address of the access.
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SYNC
Called for every synchronization, that is every quantum break. Fields:
CORE_NUM unsigned int
Core number in a multi processor.
INST_COUNT unsigned int
The instruction count of this CPU.
LOCAL_QUANTUM unsigned int
The local quantum of this CPU.
LOCAL_TIME unsigned int
The local time of this CPU.

SYNC_REASON enum
Reason for sync.

SYSCALL
System call instruction executed. Fields:
IMM unsigned int
Immediate value of the system call instruction.
TYPE enum
System call type.
VADDR unsigned int
Instruction that caused the system call.

SYSREG_READ128
System Coprocessor 128 bit register read. Fields:
CORE_NUM unsigned int
Core number in a multi processor.

CRm unsigned int
CRm.

CRn unsigned int
CRn.
REGNUM enum
Internal register number.
REGNUM_PHYS enum
Internal register number physically accessed (e.g. in presense of VHE redirection).
UNDEF bool
The register accessed is undefined.
VALUE unsigned int
The value read.
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opc unsigned int

opcode 1.

opcO unsigned int

opcode 0.

opc2 unsigned int

opcode 2.

SYSREG READ64
System Coprocessor register read. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

CRm unsigned int

CRm.

CRn unsigned int
CRn.

NS bool

Secure or nonsecure banked register is accessed.

REGNUM enum
Internal register number.

REGNUM_OPERAND enum
Register number corresponding to the instruction operand.

REGNUM_PHYS enum
Internal register number physically accessed (e.g. in presense of VHE redirection).

UNDEF bool
The register accessed is undefined.

VALUE unsigned int
The value read.

opc unsigned int

opcode 1.
opcO unsigned int
opcode O.

opc2 unsigned int

opcode 2.

SYSREG_UPDATE128
Triggers when the system updates a register. Fields:

CRm unsigned int
CRm.
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CRn unsigned int
CRn.

NS bool
Secure or nonsecure banked register is accessed.

REG enum
Register number.

UNKNOWN unsigned int
Bits of the register which became unknown.

VALUE unsigned int
Value written to the register.

opc unsigned int

opcode 1.

opcO unsigned int

opcode O.

opc2 unsigned int

opcode 2.

SYSREG_UPDATE32
Triggers when the system updates a register. Fields:

CRm unsigned int

CRm.

CRn unsigned int
CRn.

NS bool

Secure or nonsecure banked register is accessed.

REG enum
Register number.

UNKNOWN unsigned int
Bits of the register which became unknown.

VALUE unsigned int
Value written to the register.

opc unsigned int
opcode 1.

opcO unsigned int
opcode 0.

opc2 unsigned int

opcode 2.
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SYSREG_UPDATE64
Triggers when the system updates a register. Fields:

CRm unsigned int

CRm.

CRn unsigned int
CRn.

NS bool

Secure or nonsecure banked register is accessed.

REG enum

Register number.

UNKNOWN unsigned int
Bits of the register which became unknown.

VALUE unsigned int
Value written to the register.

opc unsigned int
opcode 1.

opcO unsigned int
opcode 0.

opc2 unsigned int

opcode 2.

SYSREG_WRITE128
System Coprocessor 128 bit register write. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

CRm unsigned int
CRm.

CRn unsigned int
CRn.

REGNUM enum
Internal register number.

REGNUM_PHYS enum
Internal register number physically accessed (e.g. in presense of VHE redirection).

UNDEF bool
The register accessed is undefined.

UPDATED_ VALUE unsigned int
Updated value of the register now it has been written.
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VALUE unsigned int
The new value written.

opc unsigned int

opcode 1.

opcO unsigned int

opcode 0.

opc2 unsigned int

opcode 2.

SYSREG_WRITE64
System Coprocessor register write. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

CRm unsigned int

CRm.

CRn unsigned int
CRn.

NS bool

Secure or nonsecure banked register is accessed.

REGNUM enum
Internal register number.

REGNUM_OPERAND enum
Register number corresponding to the instruction operand.

REGNUM_PHYS enum
Internal register number physically accessed (e.g. in presense of VHE redirection).

UNDEF bool
The register accessed is undefined.

UPDATED_ VALUE unsigned int
Updated value of the register now it has been written.

VALUE unsigned int
The new value written.

opc unsigned int
opcode 1.

opcO unsigned int
opcode 0.

opc2 unsigned int

opcode 2.
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UNALIGNED LDST RETIRED
Processor unaligned load/store. Fields:
ACCESS_SIZE unsigned int

Log?2 of the access width in bytes used for alignment checking (1=>half-word, 2-
>word ...).

NUMBER_OF BEATS unsigned int
Number of accesses (beats) in this burst (Total size in bytes is ACCESS SIZE *
NUMBER_OF_BEATS).

VADDR unsigned int
The virtual address of the access.

VFP_D_REGS

VEP/NEON D 64 bit register write. Fields:
ALIASING enum

Type of register aliasing used.
CORE_NUM unsigned int

Core number in a multi processor.
ID unsigned int

The register number.
MASK unsigned int

Each bit indicates a write to the corresponding bit in the register. For example, 0x1
would indicate a write to VALUE[O].

OLD_VALUE unsigned int
The old value overwritten.
VALUE unsigned int
The new value written to the register.

VFP_D_REGS_READ
VEP/NEON D 64 bit register read. Fields:
ID unsigned int
The register number.
VALUE unsigned int
The current value of the register.

VFP_Q REGS
VEP/NEON Q 128 bit register write. Fields:
ALIASING enum
Type of register aliasing used.
CORE_NUM unsigned int
Core number in a multi processor.
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ID unsigned int

The register number.

MASK unsigned int
Each bit indicates a write to the corresponding byte in the register. For example, 0x1
would indicate a write to VALUE[7:0].

OLD_VALUE unsigned int
The old value overwritten.

VALUE unsigned int
The new value written to the register.

VFP_Q_REGS_READ
VEP/NEON Q 128 bit register read. Fields:

ID unsigned int

The register number.

MASK unsigned int
Each bit indicates a read to the corresponding byte in the register. For example, 0x1
would indicate a read to VALUE[7:0].

VALUE unsigned int
The current value of the register.

VFP_SYS_REGS
Writes to the VFP/NEON units system registers. Fields:

CORE_NUM unsigned int
Core number in a multi processor.

ID enum

Which VFP system register is written.

MASK unsigned int
The mask indicating updated cumulative bits.

OLD_VALUE unsigned int
The register's old value overwritten.

VALUE unsigned int
The new value written to the VFP system register.

VFP_S_REGS
VEP/NEON S 32 bit register write. Fields:

ALIASING enum
Type of register aliasing used.

CORE_NUM unsigned int
Core number in a multi processor.
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ID unsigned int
The register number.
MASK unsigned int

Each bit indicates a write to the corresponding bit in the register. For example, 0x1
would indicate a write to VALUE[O].

OLD_VALUE unsigned int
The old value overwritten.
VALUE unsigned int
The new value written to the register.

VFP_S_REGS_READ
VEP/NEON S 32 bit register read. Fields:
ID unsigned int
The register number.
VALUE unsigned int
The current value of the register.

VIRTUAL_TAG_ALLOCATED
Virtual tag information when allocated. Fields:
TAG_VADDR unsigned int
Virtual tag virtual address.
VADDR unsigned int
Data Virtual address.
VIRTUAL TAG unsigned int
Virtual tag value.

WAYPOINT

Signals end of basic block execution. Fields:
CORE_NUM unsigned int

Core number in a multi processor.
ISET enum

Origin instruction set.
IS_COND bool

Indicates if this is a conditional waypoint.
PC unsigned int

Origin address (or O if unavailable).
TAKEN bool

Indicates if this waypoint was taken.
TARGET unsigned int

Destination address.
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TARGET_ISET enum
Destination instruction set.

WFE_END
WFE ended. Fields:

INST_COUNT unsigned int
Ticks count when leaving WFE.

WFE_EVENT REGISTER
WEFE event register status: set/clear, reason. Fields:

INST_COUNT unsigned int
Ticks count.

REASON enum

Issue 00

Fast Models trace components

Reason for set/clear. Only REASON==0 (Cleared by WFE) clears the bit, all other

reasons set it.

WFE_IGNORED
WEFE ignored. Fields:
EVENT bool
This WFE was ignored because the event register was set.
INST_COUNT unsigned int

Ticks count when ignoring WFE.

TRAPPED bool
This WFE was trapped.

WFE_START
WFE entered. Fields:

INST_COUNT unsigned int
Ticks count when entering WFE.

WFI_END
WEFI ended. Fields:
INST COUNT unsigned int
Ticks count when leaving WFI.

WFI_IGNORED
WEFI ignored. Fields:

DISABLED bool

This WFI was ignored because WFI is disabled.
INST COUNT unsigned int

Ticks count when ignoring WFI.
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REASON enum
specifies reason why WFI trace was ignored.

TRAPPED bool
This WFI was trapped.

WEI_START
WFI entered. Fields:

INST_COUNT unsigned int
Ticks count when entering WFI.

WFI_WAKEUP
WFI wakeup. Fields:

INST_COUNT unsigned int
Ticks count when WFI wakeup occurred.

REASON enum
Reason for wakeup.

2.6 ARM_AEMV8-R_MP

This section describes the trace sources.

AR64_ASE SVE_REGS

Modification of AArché4 Advanced SIMD or SVE Vector Registers (via SIMD or Scalar
operations), SVE Predicate Registers and ZTO. Fields:

ID enum

The register identifier.

MASK unsigned int
Bitmask of the register to signal the modified bits in the VALUE field.

SM bool
Whether the PE is in Streaming Mode.

VALUE unsigned int
Value of AArché4 vector register.

ASYNC_MEMORY_FAULT
Context ID Register write. Fields:

FAULT unsigned int
Fault status present in ESR.ISS encoding for Serror in ARCH64 and present in DFSR
encoding for external abort format in ARCH32.

PADDR unsigned int
Physical Address (or O if unavailable).
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VADDR signed int
Virtual Address (or O if unavailable).

ATOMIC_END_ACCESS
Bus trace access for atomics. Fields:
ACCESS_FAIL bool
Memory access failed.
ADDR unsigned int
The virtual address of the access.
ATTR unsigned int

Transaction Attributes: [11] Non-secure, [10] Privileged, [9:8] shareability domain
(O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes, [3:0] inner memory
attributes ([7]/[3] Allocate (Other Allocate when read), [6]/[2] Allocate (Other Allocate

when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are implementation
defined.

COMPARE VALUE unsigned int
Compare value for CAS.
LOAD_VALUE unsigned int
Loaded values.
NSDESC unsigned int
The security state of the access.
OPERAND VALUE unsigned int
Operation's operand.
OPERATION enum
Operation type.

PADDR unsigned int

The physical address of the access.
PRIV bool

Is this a privileged access?.

ATOMIC_START ACCESS
Bus trace access for atomics. Fields:

ADDR unsigned int
The virtual address of the access.

ATTR unsigned int

Transaction Attributes: [11] Non-secure, [10] Privileged, [9:8] shareability domain
(O=nsh, 1=ish, 2=0sh, 3=system), [7:4] outer memory attributes, [3:0] inner memory
attributes ([7]/[3] Allocate (Other Allocate when read), [6]/]2] Allocate (Other Allocate

when write), [5]/[1] Modifiable, [4]/[0] Bufferable). All other bits are implementation
defined.
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COMPARE VALUE unsigned int
Compare value for CAS.

NSDESC unsigned int
The security state of the access.

OPERAND VALUE unsigned int
Operation's operand.

OPERATION enum
Operation type.

PADDR unsigned int
The physical address of the access.

PRIV bool
Is this a privileged access?.

ArchMsg.Error.exit_code

DISPLAY exit code: %{EXITCODE} component kind: %{KIND} reason: %{REASON}. Fields:

EXITCODE signed int
Exit code to be returned.

KIND string
Component kind that invoked the exit code trace.

REASON string
Reason why the exit code trace was invoked (optional).

ArchMsg.Info.invalid region_ programmed

DISPLAY MPU Stage %{STAGE:%d}: Region ID %{REGION_ID:d} has base address greater
than end address Base Addr=%{BASE_ADDR:x}, End Addr=%{END_ADDR:x}. Fields:
BASE_ADDR unsigned int

Base Address.

END_ADDR unsigned int
End Address.

REGION_ID unsigned int
Region ID.

STAGE unsigned int
MPU Stage.

ArchMsg.Warning.IgnoredWarmResetRequest
Event fires when software attempts to request warm reset through write to deprecated
DBGPRCR.CWRR.

ArchMsg.Warning.ReportedRevisionRegisterRead

DISPLAY Reported revision and patch do not match that of the cpu. Fields:
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ORIGINAL VALUE unsigned int
The value the register would have based on the modelled revision.

REGISTER string
The name of the register that has ben read.

REPORTED_VALUE unsigned int
The value the register has been overridden to.

ArchMsg.Warning.Unpredictably Indexed PM Event Register
TAGS UNPREDICTABLE DISPLAY Event %{lsDirect:(Selector value|Register)} %{SEL} is >= %{N}.

Fields:

IsDirect unsigned int
Direct Access rather than indirect.

N unsigned int
Number of Accessible Registers.

SEL unsigned int
Selector.

ArchMsg.Warning.cache_contents_unknown

DISPLAY %{SIDE:(D|l)}-Cache was enabled but was not invalidated since power-on: cache
lines could contain UNKNOWN content. Fields:

REGIME unsigned int
Current translation regime.

SIDE unsigned int
O d-side cache or unified cache, 1 i-side.

ArchMsg.Warning.dcimvac _matches_watchpoint
TAGS UNPREDICTABLE DISPLAY Watchpoints matching an AArch32 DCIMVA are
implementation defined.

ArchMsg.Warning.decode_ fieldmismatch
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with different fields %{FIELD1}
and %{FIELD2}. Fields:

FIELDl1 enum
Field name.

FIELD2 enum
Field name.

ArchMsg.Warning.decode_ fracbitsnegative
TAGS UNPREDICTABLE DISPLAY VCVT Instruction is unpredictable with a negative number of

fraction bits.

ArchMsg.Warning.decode_initblock
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable in an IT block.
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ArchMsg.Warning.decode_initblocknotlast
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable in an IT block when not the last.

ArchMsg.Warning.decode_invalid condition
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable when the condition is not AL.

ArchMsg.Warning.decode_invalidfieldcombination
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with the values in %{FIELD1} and
%{FIELD2}. Fields:

FIELDl1 enum
Field name.

FIELD2 enum
Field name.

ArchMsg.Warning.decode_ invalidvalue

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with the value in %{FIELD}. Fields:

FIELD enum
Field name.

ArchMsg.Warning.decode_mem hint unallocated
TAGS UNPREDICTABLE DISPLAY There is no memory hint allocated to this bit pattern.

ArchMsg.Warning.decode_ registermatch
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with %{FIELD1} and %{FIELD2} as
the same register. Fields:

FIELDl1 enum
Field name.

FIELD2 enum
Field name.

ArchMsg.Warning.decode_ registermismatch
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with %{FIELD1} and %{FIELD2} as
different registers. Fields:

FIELDl1 enum
Field name.

FIELD2 enum
Field name.

ArchMsg.Warning.decode_ registeroutofrange
TAGS UNPREDICTABLE DISPLAY Floating-point instruction is unpredictable indexing beyond
the end of the register bank.

ArchMsg.Warning.decode_sbzsbo
TAGS UNPREDICTABLE DISPLAY Reserved bits in the instruction are not canonical.
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ArchMsg.Warning.decode_transactiontoobig
TAGS UNPREDICTABLE DISPLAY Attempt to perform a memory transaction of more than 128
bytes.

ArchMsg.Warning.decode_unpred other
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable.

ArchMsg.Warning.decode_ unpreduseofpc

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable when %{FIELD} is PC. Fields:

FIELD enum
Field name.

ArchMsg.Warning.decode_unpreduseofrl3

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable when %{FIELD} is R13. Fields:

FIELD enum
Field name.

ArchMsg.Warning.decode_unpreduseofrl3inreglist
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with R13 in register-list.

ArchMsg.Warning.decode_useofdléorhigher
TAGS UNPREDICTABLE DISPLAY Attempt to use register D16 or higher where it is not allowed.

ArchMsg.Warning.decode_ writebackandbaseinlist

TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable with write back when the base
register is in the transfer list.

ArchMsg.Warning.decode_zeroregistersinlist
TAGS UNPREDICTABLE DISPLAY Instruction is unpredictable when no registers are to be
transferred.

ArchMsg.Warning.recursive_branch

An instruction is performing a branch that targets the same instruction. If this was intended
then a WFI might be more effective DISPLAY recursive branch detected at PC=%{PC}.
PRIMARY KEY PC. Fields:

PC unsigned int

Address of instruction causing the branch.

ArchMsg.Warning.recursive_exception

An instruction has generated an exception that targets the same instruction. DISPLAY
recursive %{TYPE} exception detected at PC=%{PC} (CPSR=%{CPSR}). PRIMARY KEY PC.
Fields:

CPSR unsigned int
Processor state.

PC unsigned int

Address of instruction causing the exception.
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TYPE enum
Type of exception.

ArchMsg.Warning.reentrant_vector_catch
TAGS UNPREDICTABLE DISPLAY Vector catch debug event on Prefetch or Data abort vector
%{ADDRY}. Fields:
ADDR unsigned int
vector address.

ArchMsg.Warning.reserved it_state

TAGS UNPREDICTABLE DISPLAY Execution with reserved IT state %{ITSTATE}. Fields:

ITSTATE unsigned int
reserved IT state.

ArchMsg.Warning.tlb_contents unknown

Translation has been enabled without invalidating the TLB. DISPLAY Translation was
enabled in the %{PAS:(Secure|Non-secure|Root|Realm)} EL%{EL:d} translation regime (vmid=
%{VMID:x}) without invalidating %{INVALIDITY:(|d-side |i-side |)}entries since power-on:
W{INVALIDITY:(|DJI)ITLB could contain UNKNOWN content. Fields:

EL unsigned int

Exception level of translation regime.
INVALIDITY unsigned int

Which TLB may be invalid (if TLBs are separate).
NON_SECURE bool

Whether the translation regime is non-secure.
PAS unsigned int

Physical address space of translation regime.

VMID unsigned int
Current VMID, if applicable.

ArchMsg.Warning.unknown DLR DSPSR
Exiting debug state with unknown 